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Lab Guidance

Note: It will take more than 90 minutes to complete this lab. You should
expect to only finish 2-3 of the modules during your time. The modules
are independent of each other so you can start at the beginning of any
module and proceed from there. You can use the Table of Contents to
access any module of your choosing.

The Table of Contents can be accessed in the upper right-hand corner of
the Lab Manual.

This lab with help you learn how to use VMware Cloud Director Availability for
Disaster Recovery to fail over or fail back a datacenter or use it to migrate a data
center in vSphere and vCloud Director environments.

Lab Module List:

* Module 1 - VMware Cloud Director Availability Overview and
Architecture (15 minutes) (Basic) This module will show an overview of
the architecture and deployment of VMware Cloud Director Availability 4.0

* Module 2 - On-Prem DR and Migration to Cloud with VMware Cloud
Director Availability (45 Minutes) (Basic) This module will walk through
the steps to pair On-Premises site with Cloud and how to use VMware Cloud
Director Availability for disaster recovery and migration from on-prem to
cloud.

* Module 3 - Administrator-driven Cloud-to-Cloud DR with VMware
Cloud Director Availability (30 minutes) (Basic) This module will show
how administrators can use Cloud Director Availability for cloud-to-cloud
DR.

* Module 4 - Tenant-driven Cloud-to-Cloud DR with VMware Cloud
Director Availability (30 minutes) (Basic) This module will demonstrate
how to pair Cloud-to-Cloud sites and tenant-driven Cloud-to-Cloud DR with
VMware Cloud Director Availability.

Lab Captains:

* Module 1 - Eric Stine, Parul Garg

* Module 2 - Eric Stine, Parul Garg

* Module 3 - Eric Stine, Parul Garg

* Module 4 - Eric Stine, Parul Garg

This lab manual can be downloaded from the Hands-on Labs Document site found
here:

http://docs.hol.vmware.com
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This lab may be available in other languages. To set your language preference
and have a localized manual deployed with your lab, you may utilize this
document to help guide you through the process:

http://docs.hol.vmware.com/announcements/nee-default-language.pdf

Location of the Main Console

l 9 vmware Welcome . * HELP | PRIVACYY | MYPROFILE | LOGOUT | ENGLISH (3
HOL Cnline
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END ﬁ
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1. The area in the RED box contains the Main Console. The Lab Manual is on the tab
to the Right of the Main Console.

2. A particular lab may have additional consoles found on separate tabs in the upper
left. You will be directed to open another specific console if needed.

3. Your lab starts with 90 minutes on the timer. The lab can not be saved. All your
work must be done during the lab session. But you can click the EXTEND to
increase your time. If you are at a VMware event, you can extend your lab time
twice, for up to 30 minutes. Each click gives you an additional 15 minutes.
Outside of VMware events, you can extend your lab time up to 9 hours and 30
minutes. Each click gives you an additional hour.

Alternate Methods of Keyboard Data Entry

During this module, you will input text into the Main Console. Besides directly typing it
in, there are two very helpful methods of entering data which make it easier to enter
complex data.
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Click and Drag Lab Manual Content Into Console Active
Window

You can also click and drag text and Command Line Interface (CLI) commands directly
from the Lab Manual into the active window in the Main Console.

Accessing the Online International Keyboard

e @)

You can also use the Online International Keyboard found in the Main Console.

1. Click on the Keyboard Icon found on the Windows Quick Launch Task Bar.
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Click once in active console window

On-Screen Keyboard

Esc . 5 3 : : a g 0 : x Home Nav
Tab ] ; ) I End Mv Up
Caps s f ] : ' Insert Mv Dn
Shift X B ) . PrtScn

Fn Ctrl iIE Ar Options

Administrator: Command Prompt

Microsoft Windows [Uersion 6.3.96881]
(c) 2013 Microsoft Corporation. All rights reserved.

L C:\UsersSAdministrator> \o

m|>

In this example, you will use the Online Keyboard to enter the "@" sign used in email
addresses. The "@" sign is Shift-2 on US keyboard layouts.

1. Click once in the active console window.
2. Click on the Shift key.

Click on the @ key

On-Screen Keyboard

Home PgUp Nav
End PgDn Mv Up
Insert Pause Mv Dn

PrtScn Scrik

Options Help

Administrator: Command Prompt

Microsoft Windows [Version 6.3.96881
(c) 2013 Microsoft Corporation. All rights reserved.

L C:\Users“Adninistrator>f -

1. Click on the "@ key".

Notice the @ signh entered in the active console window.
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Activation Prompt or Watermark

When you first start your lab, you may notice a watermark on the desktop indicating
that Windows is not activated.

One of the major benefits of virtualization is that virtual machines can be moved and
run on any platform. The Hands-on Labs utilizes this benefit and we are able to run the
labs out of multiple datacenters. However, these datacenters may not have identical
processors, which triggers a Microsoft activation check through the Internet.

Rest assured, VMware and the Hands-on Labs are in full compliance with Microsoft
licensing requirements. The lab that you are using is a self-contained pod and does not
have full access to the Internet, which is required for Windows to verify the activation.
Without full access to the Internet, this automated process fails and you see this
watermark.

This cosmetic issue has no effect on your lab.

Look at the lower right portion of the screen

HOL-19xXx

IF Y A dadum o - AT A&80 AAdA5 A

Lab Status 09:41 Checking VXLAI

HOL-19xx

o 4a 14N 4N

v 04/10 09:50

HOL-2182-01-HBD Page 7



HOL-2182-01-HBD

Please check to see that your lab is finished all the startup routines and is ready for you
to start. If you see anything other than "Ready", please wait a few minutes. If after 5
minutes your lab has not changed to "Ready", please ask for assistance.
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Module 1 - VMware Cloud
Director Availability
Overview and
Architecture
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Introduction

In this module, we will learn:

* Introduction of Whats New with VMware Cloud Director Availability 4.0
highlighting key features and Business value.
* Introduction of What's New with VMware Cloud Director Availability 3.5

Note - This module is purely an overview of the solution and updates made in
recent releases. The hands-on configuration portion of the lab starts in Module 2.

Thank You!

Special thanks go to Daniel Paluszek and his series of blog posts on VMware Cloud
Director Availability 4.0 . This lab is based on his blog posts:

https://www.paluszek.com/wp/2020/06/02/vmware-cloud-director-availability-4-0-whats-

new-and-sla-profile-review/

https://www.paluszek.com/wp/2019/11/14/whats-new-with-vmware-vcloud-
availability-3-5/
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Review Core Capabilities of VMware Cloud Director
Availability

e Cloud Director Availability

Topology System health

[ On-Premises WM replication status &, Cloud vAPR/VM replcation status

Lets briefly look at core capabilities of VMware Cloud Director Availability

Intuitive, Disaster Recovery as a service protection and wizard driven workflows
to protect virtual machines (VM) or vApps, Replication and Recovery of VMs and
vApps between VMware Cloud Director sites or on-premise to VMware Cloud
Director and visa versa.

Single on-premise appliance installation for ease of deployment and simplicity for
customers replicating to provider clouds. Supports a migration path and DR
functionality from vSphere 6.5+ U3

The capability of each deployment to serve as both source and recovery
instances (sites). There are no dedicated source and destination sites with
symmetrical replication flow that can be started and managed from either the
source or the recovery site means the Ul can be accessed from anywhere with
correct context.

Maximum replicated VMs and retained replications (stored instances) as well as
minimum 5min RPO Policy controls for providers to apply to one to-many VDC or
replications via SLA policies. This helps to control storage costs and provide tiered
services to customers.

Secure tunneling through TCP proxy between sites with builtin encryption and
optional compression availability
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* Multi-tenant support native within the VMware Cloud Director hierarchy and
now in-context DRaa$S providing customers a very simple view and action
capability directly in VMware Cloud Director

Overview of VMware Cloud Director Availability 4.0

Onboarding and On-Premises to Cloud to Cloud
Migration Cloud Disaster Disaster Recovery
Recovery

Formerly known as vCloud Availability (vCAv), VMware Cloud Director Availability 4.0
(VCDA) provides a simple, cost-effective and secured onboarding, migration and
disaster recovery as a service solution to or between multi-tenant VMware clouds.

Part of the VMware Cloud Provider Platform, VMware Cloud Director Availability has been
designed from the ground-up to dramatically simplify cloud onboarding, enable cost-
effective availability and recovery, and better secure operations to cloud providers and
their end customers.

From a functionality perspective, VCDA is the convergence of multiple products and
covers the following use cases:

* Disaster Recovery With ongoing risk of human error, natural disasters, and
cyber-attacks, disaster recovery is an even more critical part of a cloud providers
portfolio than ever. Intuitive, Disaster Recovery as a service protection and wizard
driven workflows to protect virtual machines (VM) or vApps, Replication and
Recovery of VMs and vApps between VMware Cloud Director sites or on-premise
to VMware Cloud Director and visa versa.

* Cloud to Cloud Migrations Cloud providers must help customers migrate from
clouds where their workloads are already running.

* Cloud Onboarding With so many workloads moving off-premises, cloud
providers need to help customers onboard efficiently.
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What’'s New in VMware Cloud Director Availability 4.0?

Version 4.0 of VMware Cloud Director Availability
Key Themes

Qv
Service Operation Service Consumption Platform Integration

Monitoring, Reporting, Control Service Tiering, Optional Upsell In-context DR In VCD, NSX-T
Functions support

VMware Cloud Director Availability 4.0 enhancements and new capabilities focus on
three main themes: Service Operation, Service Consumption, and Platform
Integration. We will drill into these themes as we review what is new with 4.0 below.

For our cloud providers that are already running vCAv, an in-place upgrade from vCloud
Availability 3.0.5 and 3.5.1 is possible. Cloud Director doesn't bring any significant

architectural changes: the real surprise concerns the new features and how they can
maximize your capability and value as a cloud provider.

Service Operation - Resource Ul Visualization

VMware Cloud Director Availability

¥ Ca-oom ResSUrces by OTganiTation
T oy 1 Vv |
@ InComar Replicatong
Bppraan G VR gy repars AP ———]
tam Choud
fram On-Premisss
@ Outgoing Replications W
o Cloud
Bz ok 5 P! 250 68 5000 68
to On-Premices N =
Provider View per Organization (Tenant)
Resources by PVDC {JBcPus) [ 7.25GE [S108.00 GB
Thi table Below indicates the amount of resources that will be provisioned on fallover, In case of insufficient rescurces falover may fall or workicads may not power on.
Drastination VI T Wirtual CPFUS requines T ey reguired T Disk capacity reguired
welil-padci 9 CPUs) 450 GB 20.00G8H
e -prdol] 4 CPUs) 275 GB 18.00 GB

Provider View per pNDC
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With VCDA 4.0, providers and tenants can comprehensively monitor resource utilization.
The provider can see an organization or provider VDC (pVDC) view what would be
required to ensure proper failover for any protected workloads. From a tenant
perspective, they can see what resources are required for each respective orgVDC along
with specific utilization on a per-VM perspective:

Service Operation - Resource Manageability

Wimw traffic data chart

TT— ) [ tenant1 traffic data chart
bewesn  QLA/2000 B9 OE%2020 nervsl  [EEEEE @
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9  terann B o f I ™
3 .
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betwan  S&A0SC0 | and enwseze = el (SRR ©
T W Tl
F
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1]
Thee 07 Bal 03 Ha 1l wod 13 FritS Wy 17 B

50,85 GB aversge dela bebwesn 4087320, B:00 PM snd S7E/20. B:00 FM.

First, storage consumption reporting is made available in the user interface as well
as via APIL. While tenants and providers have full visibility of the disk space used by
each virtual machine replication, providers can also aggregate storage reporting from
an organizations perspective.

Just like storage utilization, VCDA 4.0 provides visibility to network utilization (via the
Ul and API) on a per-protected workload. Besides network metering, improvements to
network throttling have been made in this release:bandwidth throttling was
previously available for system throttling, but with 4.0, we have introduced the ability to
throttle on a per-policy basis (at the organization level). This change allows granular
control on what the provider can control on a per-tenant perspective. Bandwidth
throttling allows you to enforce:

* limits for replication data traffic from the on-premises to cloud sites, which is
appropriate for expensive bandwidth areas.
* a global limit for the total incoming replication traffic from all cloud sites.
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Public APl enhancements

VMware Cloud Director Availability

Provider Ports
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While the Ul has greatly improved to visualize this data, a provider requires automation
to retrieve these statistics and export them for metering and monitoring requirements.

VMware Cloud Director Availability now provides public APIs that help to onboard
tenants, see the storage usage, the network settings, and the compute resource usage
of the replications on a per-org/tenant basis.

It allows a provider to gain visibility into the entire platform and organizations: this is a
great addition for cloud providers to be able to further automate delivery of the service
to customers and configuration of the service, speeding up the time to consumption,
whilst minimizing configuration errors and providing consistency.

The API is in the form of swagger definition (as all API are for Cloud Director Availability),
making it very friendly for cloud providers to use their coding preferences.

One can view the entire API structure on code.vmware.com
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Service Operation -Logging

Cloud event notifications

Config poll interval (1)
Connectivity poll interval @
Replications poll interval (1)
Certificate expiry threshold (3)
RPO violation threshold (1)
RPO violation threshold () count =
Event reposting time (1)
t} Syslog events
Syslog server address and port @ - syslog.nfralam5id

@) vmware Cloud Director events

CAMCEL APPLY

With VMware Cloud Director Availability 4.0, we have the ability to export out VCDA logs
to a syslog collector (such as vRealize Log Insight). However, we also show tasks and
events within the native VCD interface. This is a great addition, especially when we pair
with the new Ul functionality.

From the Provider Ul screen, the administrator can establish event notifications along
with the syslog configuration.
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Service Consumption -SLA Profiles

+ NEW ¥ PROFILES ORGANIZATIONS
MName S RPO T Retentian Cusicing T Compreidion T Irtisd Synchrahizing v Usage
Sihver Zh Finstances over 1 week Mo Erabied Mo delay
Bronze 4h Keep latest instance only No Enabled No delay
Gold 30m 14 instances over 2 weeks Ma Enalbed Mo delay
Platinum Sm 24 instances over 1 day Yes Enabled HNo delay

Settings
SLA profile
(:, ¥ Bronze (4h RPC, Keep latest instance only) Show details
Gold (30m RPO, M Instances over 2 weeks)
Platinum (Sm RPO, 24 instances over | day)
Silver {2h RPO, 7 instances over 1 week)
Excluce disks
C) Save disk space on the target site by excluding disks that are not necessary.

Configure Seed VMs

C) Use an gider copy of the protected VMs on the target site to reduce the data traffic

VMware Cloud Director Availability 4.0 introduces SLA Profiles, making protection
configuration intuitive for customers. Previously, many decisions needed to be made by
tenants, involving implied knowledge on how disaster recovery is working. Now,
customers can select an SLA Profile that the cloud provider has created for them, which
can be as simple as Gold, Silver and Bronze nomenclature essentially hiding complex
wizard-driven choices from the customers.

For more advanced customers, these profiles can be overridden and modified at the
point of usage, but this is optional for each customer.

In short, the premise of a SLA Profile is to provide a grouping of target settings when
protecting a workload. This minimizes the amount of time spent configuring for
protection. Think of this as a logical grouping construct.

The end value for a tenant is this is a single selection to protect a workload. One does
not need to think about what settings to configure. Just select the SLA profile, and done.
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Service Consumption -SLA Profiles Properties

Edit SLA profile

SLA profile name *

Target recovery point objective (RPQO)
5 min 30 min

Retention policy for point in time instances

D Preserve 14 instances spread evenly over the last 2 weeks

Enable quiesce

() Enabling quiescing will ensure application level consistency befare creating an instance.

Compress replication traffic

‘:) Enabling compression will reduce network traffic at the expense of CPU.

Delay start synchronization

() Set time that is convenient for the first synchronization.

A provider can either leverage the default SLA profiles (Gold, Silver, and Bronze)
available upon VMware Cloud Director Availability 4.0 deployment/upgrade, or create
additional ones and assign them as required to one or multiple organizations. The
following properties define an SLA profile:

* Target Recovery Point Objective (RPO)

* Retention policy for point in time instances
* Quiescing

* Compression

* Timeslot to delay the initial synchronization
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Service Consumption -SLA Profiles and Policy

Edit Policy  Gold Tier

Policy name: * Gold Tier

(} Allow custom SLA settings
[) Allow cutgoing replications
(} Allow incoming replications

Maximum number of vm replications: * © Uniimited

Max point-in-time instances per replication: (i) * 24

L]

Max stored instances per replication: @

(3P Enable bandwidth throttling

put per On-Premises Replicator

Max througk
Appliance:

Minimum allowed RPO:

5 min 30 min 24 hours

5m

CANCEL APPLY

Policies didn't disappear with this release; they are still mandatory for any organization
using VMware Cloud Director Availability. To further explain SLA profiles in relations to
policies:
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* Think of the policy as the parent state of any protection and are the authoritative
state for organizations.

* Then, the SLA profile is the child object that must respect the exposed policy to
the organization.

* Both operate independently; however, they can work in unison to accomplish the
stated protection goal.

SLA profiles are a key construct from Cloud Director Availability: this new
capability is designed to provide better control to the provider, to configure replications
faster avoiding complex decisions, and to establish service profiles based on application
or organization requirements. As a tenant, protecting a workload has never been so
easy!

1. Select the workload(s) to protect.

2. Select the destination organization Virtual Data Center (oVDC) and the Storage
Policy.

3. Select the SLA profile from a drop-down list.

4. Confirm and done!

Service Consumption -SLA Profiles and Policy explained
with example

M mlrmam 10 minutes

Authoritative State

allowed

Recovery Point (Parent}
Objective
Number of W Urilimitted
Rep ions
Maximum Point- 12
ne-Time instances .
SLA Profile Value
Configuration
Bandwidth B12 mbitSs
~catling Target Recoery 2 houwrs

Point Objective

Retenticn policy Finstarces

m Silver I
QG ’sLa profile 3

CARECing Mo

Comprassion of s
Tradri

This example showcases how a Silver SLA Profile can be paired with a Silver Policy for an
organization

CONSIDERATIONS

* SLA profiles are optional. One can continue with Policies, but we highly
recommend these to simplify operations.

* SLA profiles only pertain to protections. They are not utilized for migrations at this
time.
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* A provider can revise a SLA profile if there is not any active protections
consuming this profile. Please be aware of this consideration.

Service Consumption -Stored Instances

B &wwmoz

& 2o 4 O owmor 3

I cLBAR SELECTED RESET COLUMNS

Details Clinstances

. g orn DTt 10 L

STORE DELETE

(8] POT PO
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529720, 0:45 Pa

5/28/20, B:55 P

3 Bwowmoz [

Rl niion padind

LI 20 991 P Up to | week

Siver

t2um-02
& 2vm-02

EFovm=0

S Healthy Mot stated 2 Pratection
& reanny Mot staeted
Guiested type Teanater wire
nsested repl S 0008
= 0008
Pl
5 Unguesced repl 5 29.74 MB
1327 MB
B Lo [op 1 7766 MB

@ Gresn SH20, T3 AM
& Green SA6/20. 731 AM
o page 20
*

Tranadur tims

g and

© 219 seconds

This is a great new feature. With VMware Cloud Director Availability 4.0, one has the
ability to preserve a point in time instance of a protected workload. This would
supersede the stated policy, but is still controlled by the provider. This is done within the
Policy framework as the selection of the maximum number of stored instances per

replication.

1. Upon selection of the Store button, user will receive a confirmation to confirm this
selection to make the specific instance Permanent.

This can be removed or deleted at any time. Do note, storage of any instances impacts
any associated disk utilization over a period of time.

HOL-2182-01-HBD
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Service Consumption -Live Disk Resizing

Live Disk
Resizing

In the source site with vCenter Server 7.0 and ESXi 7.0, when resizing the disk of the
source virtual machine, VMware Cloud Director Availability now automatically resizes the
protected virtual machine disk in the destination site, running any supported vSphere
version. The existing replication instances are retained. Failover and Test Failover are
supported from any instance, before and after the disk resizing. Until the replication
instances before the resizing expire, the replica files continue to take the additional
storage space. To save the storage space, you can remove the old replication instances
or change the retention policy.
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Platform Integration - User Experience

Web-Fror  Power Off Daniel-Test
Shut Down Guest OS5
Powered on Powered on
WM Console Resel WM Consale
Suspend
Lease Lease Mever Expires
Created On Created On 05/20/2020, 5:07:24 B
Owner Copy to Ohwrner admin
VARP Move to VARP
os 05 WMware Photon O5 (6
- - — —
{4’. | Renew Lease :*_"IT B e @
CPLIs - CPUs Storage Mamory Mety
1 1 Change Owner 1 268 1GB
Share

Launch Web Console
ACTIONS ~ Launch VM Remote Console ACTIONS ~ DETAILS

Download VWMRC

Create Snapshot

vm-02 vm-03
Powered on Powered on
WM Console WM Console
Insert Media
Lease Eject Media Lease lever Expires
Created On Created On 042352020, 1:59:29 Ph
Install Whdware Tools
Orwner Crerner system
vADD vADD vapp4
OS - (¥ S mambi™E T AEA I-"t}
Avallability (CA-DCOT) .
i Replication settings
CPUs Storage Memory Metworks ayne now MNaty
1 10.5 GB 512 MB i Fause instance creation D
Stop replication
BADGES )
Migrate to CA-DCO
ACTIONS BETAILS Fallover to CA-DCOT

Tast failover to CA-DCO1

In terms of platform integration, there has been a lot of work to make Cloud Director
Availability simpler and easier to consume. This includes improvements such as:

* Icons now represent the main operations.

* Improved workflows and reduced steps in wizards.

* Each workload now has a sub-context menu that shows the details, instances,
tasks, traffic, and disk utilization
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* Multi-selection is allowed and provides context menus based on the actual
selection

* In-context protection and status from VMware Cloud Director Ul Easier to
ascertain protection status and run protective actions right from the vAPP and/or
VM in VMware Cloud Director interface, rather than the VMware Cloud Director
Availability plugin. Protected vApps and virtual machines now have a protection
indicator badge in the interface of VMware Cloud Director. The protection badge
is visible to providers in VMware Cloud Director with VMware Cloud Director
Availability 4.0 in the source and in the destination cloud site.

Support and Interoperability with NSX-T

vCloud Director

vCenters NSX-T Managers

Praxies ADD

Interoperability with NSX-T: Support for NSX-T is key for cloud providers who are
evolving their VMware Cloud Director platform in line with VMware's networking
strategy. In on-premises sites and in cloud sites, you can now replicate workloads that
use NSX-T networks. You can also use environments with mixed NSX-V and NSX-T
networks, and you can replicate workloads from NSX-V to NSX-T, and from NSX-T to NSX-
V. VMware Cloud Director Availability does not apply or translate the networking
features that VMware Cloud Director and NSX-T do not support. VMware Cloud Director
Availability replicates the source site NSX-V to NSX-T NAT-routed vApp networks and
bridged vApp networks, and does not replicate the DHCP service.

Note: please refer to the VMware Product Interoperability Matrices
(https://www.vmware.com/r r mpatibility/sim/interop_matrix.php) to confirm
which versions of VCDA, VCD, and NSX-T are supported together.
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Usage Meter Integration

Usage Meter

vCAv Atlanta vCAv Dallas vCAv Phoenix vCAv Reston

VMware vCloud Usage Meter integration: There is an indication in the management
interface that vCloud Usage Meter meters the Cloud Service instance. Any protected
workload during the calendar month will count towards the Monthly Usage Units. It will
be depicted in the Monthly Usage Report. When vCloud Usage Meter has not requested
metering information for more than three days, you now see a warning message in the
management interface. VMware Cloud Director Availability has supported automatic
metering from Usage Meter since 3.6.1. Hot Patch 3.

In addition, another great capability added to VMware Cloud Director Availability 4.0 is -

Multi-NIC traffic conditioning enables configuring multiple nics leading to advanced
network setups with higher security requirements and optimization of the replication
data traffic. Providers can configure on-premise tunnel environments to send replication
traffic from on-premise to cloud via nicl (connected to public network) and go out from
a tunnel to a cloud replicator via nic2 (connected to private network). Replicator traffic
can be similarly conditioned to tunnel to replicator over nicl (internal provider network)
and replicator to esxi over nic2 (high-throughput replication data network).
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VMware Cloud Director Availability 4.0 Configuration
Limits

VMware Cloud Director Availability

Provider Porta

@ Ca-DOD
Topology

@ Incoming Replications

For the tested uptime, concurrency, and scale limits of VMware Cloud Director
Availability 4.0 -

1. Scale Limits
a. Tenants with active protection paired to a cloud site - 500
b. Active protections across tenants to a cloud site - 15000
c. Protected virtual machine size - 15 TB The maximum protected VM size
depends on the size of a single data store available in the cloud.
d. Cloud Replicator Appliance instances per cloud site - 30
e. Active protections per Cloud Replicator Appliance instance - 2000

2. Concurrency Limits
a. Concurrent Protect & Test Failover & Failover & Reverse protect
operations from on-premises to a cloud site - 200
b. Concurrent Protect & Test Failover & Failover operations from a
cloud site to a cloud site - 200
c. Concurrent Reverse protect operations from a cloud site to a cloud
site - 200

Note: please refer to https://configmax.vmware.com for the latest configuration limits.
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What's New in VMware vCloud Availability 3.5

VMware vCloud Availability

Lightweight Onboarding Service

Efficiently and optimally move workloads
to the cloud

+  Move workloads from existing clouds

Onboard &
Migration

On-Prem to Cloud DRaa$s

Based on intuitive VYMware platform

vCloud

Up and running in minutes Availability T Cloud to Cloud DRaaS

— Cloud + Simplify failover between Cloud
G Disaster environments
Recovery = Scalable performance for concurrent

replications in multi-tenant
environment

Lets review new technical additions that are now part of the VMware vCloud Availability
3.5. VMware vCloud Availability 3.5, or vCAv, is a comprehensive Disaster Recovery as a
Service and Migration platform. Here are the few features that were added in VMware
vCloud Availability 3.5

1. Bandwidth Ul Visibility

2. Automatic vCAv Metering by Usage Meter -We already reviewed this
enhancement early in the module.

3. Regional Data Center Support and Flexible Network Connectivity

4. Enhanced Grouping and Protection Workflows

5. Operational Enhancements
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What's New in VMware vCloud Availability 3.5 - Bandwidth
Ul Visibility

L] Sk - - Acma fratic dete chars
= O s
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[ ] i T o

—
B Empdcanon Teaks L

..... = =
o £ [v-2 ]

Export data sarmples to fle { 15v)

celween 02010 and  TLA018 APORT DAILY USAGE DATA EXPOET DALY TRAFFIC DATA

wvm  vEphere Clent

Lacal availability sibes -
VwCloud Availability

,,-b Sites-OnPrem
f

[3 SiteA-OnPrem. paired with Site-B
Fraifdd with Site-B
5D . |

Replicator 10.96.88 58 7

&y Claud Vﬂ.pp\.“.-'h-' rephcation status

Incaming Vs
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Caungaing Wk
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1. Within the Provider User Interface (Ul), we can see traffic utilization on a per
organization basis, but also on a per-VM/vApp basis.

2. Moreover, these traffic statistics can be exported out to a tab-delimited file (TSV)
for ease of consumption.
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3. Within the on-premises vSphere plugin, we can see similar data available on a
per-org or workload basis.

What's New in VMware vCloud Availability 3.5 - Regional
Data Center Support and Flexible Network Connectivity

wCaw On-Prem

Texas vCloud Director Instance

Ay (i must route to E1 Paso, then Austin, Mot
optimal (and does not work with muiti-550 domairs)

Tenant Austin Dallas El Paso
Coke

Dedicatad
\ vCanter _/

Regional Data Center Support

One of the main requests was the ability to optimally route vCAv traffic. This is
extremely important for multiple regional data centers inside of a single VCD instance.
Lets start off with a diagram that lays out this scenario.

BEFORE

Previously, we could only deploy a single vCAv instance per VCD platform. In the
diagram below, we have multiple Texas-based data centers where workloads and
organizations reside.

If we had an on-premises customer that wanted to protect workloads to Austin, this
would have to traverse to El Paso first (since the vCAv stack resides there), then route to
Austin. Not an efficient use of resources. Moreover, this did not work when crossing
multiple SSO domains.
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What's New in VMware vCloud Availability 3.5 - Regional
Data Center Support and Flexible Network Connectivity
(contd..)

vCAY On-Prem

Texas vCloud Director Instance

'Z‘g‘.:,n_w :r,.w

wilify traffic optimally rowbss
directly to the Austin pVDE

//_ Provider VDCs

Tenant Austin Dallas El Paso
Coke

Dedicated

\ vCanter _/

WITH VCAV 3.5

With 3.5, the logic and foundation has been changed to allow for multiple vCAv
deployments per VCD instance. Moreover, we can optimally route traffic directly to
Austin once control traffic traverses the VCD instance. Therefore, we now have a design
like in the image.

Moreover, this allows for support multiple SSO domains.
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What's New in VMware vCloud Availability 3.5 - Flexible
Network Connectivity

Multi-Network Provider Connectivity

vCloud Availability 3.5 - Flexible Network Connectivity Options

| DMAT 443 -> B048 DNAT 443 -> 8048 l
VPN WAMN
— Firewall Firewall
on-Prem - %Eq @;q
vCenter - & @
3'
iplnl s e —

WAN

MZ

D

oud Mgt

]

- @

Lets review this new enhancement for flexible northbound connections for Cloud
Providers. It is very evident that Cloud Provider want to control replication (protection)
traffic and consume across multiple northbound links Wide Area Networks (WAN),
Virtual Private Network (VPN), Direct Connection, and so forth.

With vCAv 3.5, the platform introduces flexibility to allow for multiple endpoint inbound
connections. Lets review the image.

From the image, we can see we have our traditional WAN connectivity that terminates
to the Tunnel via a DNAT rule for inbound connections. Nothing different there.

However, we now can to route other types of northbound traffic. In the example above,
we have a dedicated VPN connection. The traffic routes to the vCAv Tunnel which then
terminates on the Cloud Replication Manager (CRM) instance.

Previously, this was not allowed. All traffic had to route through the external endpoint
URL, which typically sat on the WAN.

The result is further flexibility for Cloud Providers that allows for optimal routing of vCAv
traffic.
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What's New in VMware vCloud Availability 3.5 - Enhanced
Grouping and Protection Workflows

Enhanced Grouping and Protection Workflows
vApp Parameters

Destination
Recovered
Environment

Qriginal
Source
Environment

O CSEVPCE | @ CSE 0 0Raasy

« ) AppDevvApp

vCD vApp Parameters successfully replicated to destination vCD instance

For on-premises to cloud replications, you can create a collection of virtual machines in
a single container, managed and replicated as a single unit. You can specify the virtual
machines boot order, boot delays, and protect or migrate them as a single VApp
replication in the destination cloud site. During the protection workflow, one can select
Advanced Settings and select specific VMDKs they want to protect or exclude

In the destination cloud site, the grouped multiple virtual machines are represented as a
VvApp replication. In this vApp, the virtual machines relations are:

* The boot order works from top to bottom.
* By default, there is no set boot delay. The start wait is measured as the time that
passed after the boot of the previous virtual machine.

Partial Failover

You can perform replication operations on the vApp or on a single virtual machine from
the vApp.

Failing over one of the virtual machines from a vApp replication, in the destination site
results in two VApp replications with the same name. One replication contains the failed
over virtual machine and the other replication contains the remaining virtual machines
that are not failed over.
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What's New in VMware vCloud Availability 3.5 - vApp
Network Properties

With vCAv 3.5, we are now able to replicate some vApp network
characteristics within the vApp. The following list is what is available for
protection:

« Network Type (Isolated/Routed/Direct)
« Gateway/DNS

« Connection Type

« Edge Firewall and NAT

« DHCP

« Static Pools

« Guest OS Customization

« OVF properties

For on-premises to cloud, or cloud to cloud replications, you can set the target network
settings of a vApp or virtual machine. vCloud Availability applies these network settings
in the target cloud site, after a migration, failover, or a test failover.

* For the cloud to cloud replications, vCloud Availability replicates all the types of
source VApp networks in the target cloud site: Isolated, bridged (direct) and
fenced (NAT-routed) networks.vCloud Availability replicates the source networks
settings like: IP pools, NAT routes, firewall rules, and DNS settings, in the target
site.

* For the on-premises to cloud replications, vCloud Availability creates a new
bridged vApp network in the target cloud site and you can configure the vApp
network settings.
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What's New in VMware vCloud Availability 3.5 -
DATASTORE EVACUATION

vCloud Availability

Provider portal

@ Site-A Replication data placement by datastores
EVACUATE
@ Incoming Replications o
Name Replications from cloud Replications from on-premise Used capacity
from Cloud
0 BnNFs-; 2 ( Preview ) 1( Preview ) 198.07 GB (40%)

from On-Prem

We can now migrate protected instances to another storage policy (datastore) for
operational maintenance activities. This allows our tenants to continue to meet their

specified recovery point objectives (RPOs) while not disrupting any existing protected
workload.

For a provider to execute a datastore evacuation, select Datastores on the left panel.
From there, its easy as hitting the Execute button and selecting your destination Storage
Policy.

VWhat's New in VMware vCloud Availability 3.5 -
REPLICATOR MAINTENANCE MODE

vCloud Availability

Replication manager

B System Manitoring Replicators administration o

O Caonfiguration NEW AERALANCI REPAIR S GENIRATE COOEN S ENTHER MAINTENANCE MODE AEMOVE

B System Tasks

T T T Incomirg T Sulgaing T ]
d o 55
! - Replcations Reploations k
=, Replicators
& BOEAIGE20-2cB2-dedB- 0005 {Shared Site-A 2 Q r
i Support O6bhdEba860Ta replicator)
ou‘"’.étb'\ administration
= HEBALAMEE GEMERATE COGRE EXIT MAINTENAHCE MOOE BEMOVE
. g incemirg Dagaing [P TEREr i Swring .
= ) L Repilesioas Repicsrions [T ) ackis i
B o 2

Frem-| Hr
ﬂ ucbﬁdlﬂﬂn-bﬂﬂﬁ-ﬁlll-hﬂ-‘l- Sita-A 3 a Mo FlE 40 86 B8, FO:B043
Scubrcteblc?
BO66IE29-2cB 2. dedB8-2035 {Shored Sho-A ] o] o5 A0 .56 88.55 8043
L

0BbdEbeBELSE eplcaton)

vCAv can put a replicator in maintenance mode during any operational activities. Again,
this minimizes any potential tenant/organization disruption. The Cloud Provider executes
on these operations within the Replication Manager Ul from the CRM instance.
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1. To execute on a replicator maintenance mode operation, select the specified
replicator and click Enter Maintenance Mode from the Ul.

2. Upon completion, we can see my replicator in maintenance mode while all traffic
is now residing on my remaining replicator instance for this specific site.

Once your maintenance operation has been completed, we can then exit Maintenance
Mode.

VWhat's New in VMware vCloud Availability 3.5 -
REBALANCING OF REPLICATIONS

Rebalance Site

Choose a site to rebalance all replications on:
SITE-a~ |

Site-A has 2 replicators.

If you have remote cloud sites connected to the selected site, you must also

run rebalance on each of them.

For more information on the rebalance progress, please check System Tasks.

CANCEL APPLY

To distribute the incoming replications evenly over all vCloud Availability Replication
instances in the site, you can rebalance the replications.

vCloud Availability assigns all new replications to the vCloud Availability Replicator with
the fewest number of replications in the site. After adding an extra vCloud Availability
Replicator instance, vCloud Availability assigns all new replications to the new vCloud
Availability Replicator instance. Replications that existed before adding the new vCloud
Availability Replicator instance remain assigned to the previous vCloud Availability
Replicator instances. The result is an unequal balance of the number of replications
pervCloud Availability Replicator instance. You can see how many replications are
assigned to each vCloud Availability Replicator instance and rebalance the replications.
This operation migrates the replications from vCloud Availability Replicator instances
with more replications tovCloud Availability Replicatori nstances with fewer replications.

This brings us to the end of reviewing new enhancements in VMware Cloud Director
Availability 4.0 and 3.5.

Congratulations on completing Module 1!!
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Conclusion

In this module, we learned about the overview and new features of
VMware vCloud Director Availability 4.0 and VMware vCloud Director
Availability 3.5

You've finished Module 1

Congratulations on completing Module 1.
Proceed to any module below which interests you most.

 Module 2 - On-Prem DR and Migration to Cloud with VMware Cloud Director
Availability(45 Minutes) (Basic) This module will walk through the steps to pair
On-Premises site with Cloud and how to use VMware Cloud Director Availability
for disaster recovery and migration from on-prem to cloud.

e Module 3 - Administrator-driven Cloud-to-Cloud DR with VMware Cloud Director
Availability(30 minutes) (Basic) This module will show how administrators can use
Cloud Director Availability for cloud-to-cloud DR.

* Module 4- Tenant-driven Cloud-to-Cloud DR with VMware Cloud Director
Availability(30 minutes) (Basic) This module will show Tenant Self-Service Cloud-
to-Cloud DR using VMware Cloud Director Availability.

How to End Lab

* HELP PRIVACY MY PROFILE LOoGoOUT @

’ =2 o

TIME REMAIMING: 01:28:17 EXTEMD

To end your lab click on the END button.
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Module 2 - On-Prem DR
and Migration to Cloud
with VMware Cloud
Director Availability
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Introduction

In this module, you will learn -

Step-by-Step instructions to pair On-Premises site with Cloud
Configure replication from On-Premises to Cloud

Test Failover/ Test Cleanup the VM in Cloud

Run Failover to Cloud

Reverse replication of the VM from Cloud to On-Premises
Migrate the VM back from Cloud to On-Premises

Reprotect the VM from On-Premises to Cloud
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Site Pairing from On-Premises to Cloud
using VMware vCloud Director
Availability

In this exercise, we will be pairing our On-Premises vSphere Instance with the
Cloud Instance.

Login to RegionA vCenter (On-Premise)

(=

https//wesa-01a.corp.local fwebsso/SAML2 /S50 regiona local 7SAMLRequest=zVRdbSowFH3frdjBntg M DgLULGyapXekTVsm

HOL Admin Region A Regson B
[ (@ vesa-01a Web Clieny M
B vcD Sited - Provider
B vcD Sited - Temantd
Bl voos Sited - Admin
Bl vCoa Sited OnPrem Replicator

VMware® vSphere

9 administrator@regiona.local

O I —

1. Start the Chrome Browser from the desktop. Click on RegionA in the bookmarks
bar.

2. Click on vcsa-0la Web Client. Verify the address as :

https://vcsa-0la.corp.local/

Enter Username: administrator@regiona.local

Enter Password: VMwarel!

. Click on LOGIN

uhkw
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Login to RegionB Tenant

5
/ B Settings | Replicator Ser. X Jﬂ Welcome to VMware Clc X n
<« C | & Secure | https://ved-01b.corp.local/login Z';e'o:e-‘z
4

HOL Admin Region A Region B

(&) vesa-01b Web Client
B vCD Sited - Provider

bl VOO SiteB - Tenantd e
P

i VCDA SiteB - Admin

Welcome to

B VvMware Cloud
Director

Use your user name to sign in

tladmin

o 00

Open a new browser tab

In the bookmarks bar, click on Region B and select VCD SiteB - Tenantl
Username: tladmin

Enter Password: VMwarel!

Click on Sign In

U WNPRE
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VMware Cloud Director Availability at Tenant SiteB

r w w A 1
/3 vephere - vesa-Olacop x| [ Viware Clsus Dksctar - 3¢ ¥ [ Viinars Clous Dwator % Ry ) E
¥ e
“ & & Secure | https:yfecd-0bucorplocalt

HOL Adrmin Region & Region B

W VMware Cloud Director

y bup [ amdd Migraton
rr’_“‘-j VMware Cloud Director Availability ™
Wi 18 20182020 Wi A v

Step 1: Contact your cloud provider and ask for the terms and conditions for using VMware Cloud Director Availability.

Step 3: Reagister the newly deployed On-Premises Appliance with your cloud provider,

1. Click on More - Setup DR and Migration

This page outlines the steps to be completed in order to use VMware Cloud Director
Availability service. We need the Cloud Administrator to configure VMware Cloud
Availability so we can use it as a tenant.

Open SiteB Provider Interface

y h
_,-'"r G viphere - vosa-0la.corp. X ""III New Tab * 1"'-.R 1 :
e
HOL Adinmin Region A Flegp'l::n B

vesa-01b Web Client

g ﬂ VCD SiteB - Provider e

WD SiteB - Tenantl
ﬂ VLDA 5iteB - Adrmin

Now we will play the part of the Cloud Administrator and configure VMware Cloud
Availability so Tenantl can use it.

1. On the chrome browser, click on RegionB in the bookmarks bar.
2. Select VCD SiteB - Provider
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Login to SiteB Cloud

W L
¥ [ vSphere - vesa-Dlacorp. 3% ¥ Bl Welcome to Whiware Clc X | )

« C | & Secure | httpsy//ved-01b.conp.local

HOL Admin Region A Regicon B

Welcome to

B vMware Cloud
Director

Q administrator

1. Username: administrator
2. Enter Password: VMwarel!
3. Click on SIGN IN
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Open Tenantl-OVDC-B

vm VMware Cloud Director Resources

vSphers Resources

First, we need to expand the resources in Tenantl-OVDC-B.

1. Click Organization VDCs in the left-hand navigation bar
2. Click the Tenant1l-OVDC-B name in the main window
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Edit Allocation

vm

Cloud Resources

External Metworks
letwork P:
M Sizing Policies

VMware Cloud Director

Resources

vaphere Resources

Genera o
ey

Allocation o ~ Allocation Model

Storage Allocat Mode

Metwork Pool

Metadata

Resource Pools

VM Placement Policies

WM Sizing Policies

1. Click on Allocation
2. Click Edit
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Edit Allocation (cont'd.)

Edit Allocation P
Allocation Model Total Brovider VDC Consumption
Elastic CPLU
lasticity »
Available H
cateac

Include VM Memory
QOverhead Reserved

8

Use - -
CPU allocation o O GHz (4 Memory
Available
CPU limit Hz N
Reserved 6.55% (0.2 GB / 3.07 GB
© Unimited Used 2
CPU resources guaranteed
vCPU speed 1 sHz (1
Memeory allocation 1024 ME

Memaory resources 20
nnarantead A / ol

1. Change CPU Allocation to 3 GHz
2. Click Save

Go to Availability (SiteB)

,.-"Ill [ vSphere - vesa-Macorg. X = VMware Cloud Director - X \'\ kL
“ C | @ Secure | https//ved-01b.corplocal i
HOL Adrmin Region A Regian B

vm Vkware Cloud Director Resources

Choud

e T T State T N garuRalion WDCs T Can Pulblis Al oo
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1. Click on More - Availability (SiteB)

Adding New Replication Policy

L ,
f-'{[ﬂ viphere - vesa-0lacorp X Vm Viiware Cloud Director - X, "s,ll'-. b

& C | & Secure | httpsy/ved-01b.corplocal/provider/plugins/Vk 13X /h4-2d176154-b84f-495f-aac3-facT:

HOL Admin Region A Region B

vm ‘VMware Cloud Director

@ SiteB g NEW () SYNC WITH CLOUD

@ Incoming Replications ol

sMinimum RPO T

rem Cloud __,,,..I'_":.-.':: default 4 Forbidden & Forbidden
from On-Premises
@ Outgoing Replications W
o Cloud
1o On-Premises
E Replication Tasks

P Sites

& System Monitoring
Configuration

L& Policies

Replication policies are sets of rules that define and control the replication attributes on
a VMware Cloud Director organization level. To control the replication settings allowed
for replications on a VMware Cloud Director organization level, the service providers can
create replication policies.

When configuring a protection or a migration, the New Replication wizard validates the
replication attributes of the policy that is assigned to the organization. Lets add a new
policy that will be validated while configuring replication.

1. Click on Policies
2. Click on NEW
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Create NewReplication Policy

\JE-...-\..,- :'.:,| C'-_.',' g

Palicy name

Em °
CAMCEL | CREATE

Just brief overview for each parameter in this wizard-
-Enter a unique, case-sensitive name for the replication policy.

-Select whether to allow custom SLA settings per replication or only to allow SLA profiles
to set the SLA settings.

-Select whether to allow incoming and outgoing replications.

-If incoming replications are enabled, enter the maximum number of virtual machines
replications.

-If incoming replications are enabled, enter the maximum number of point-in-time
instances per replication.

-If incoming replications are enabled, enter the maximum number of stored instances
per replication.
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-Select whether to allow bandwidth throttling and if enabled enter the maximum
throughput per VMware Cloud Director Availability On-Premises Appliance.

-If incoming replications are enabled, set the minimum allowed RPO by using the
Recovery Point Objective (RPO)slider or by clicking the time ranges.

1. Policy Name: T1-Policy.

2. Leave everything as Default
3. Click on CREATE

Assign the Policy to Tenant

@ SiteB HEW [ EoeT ASSIAN () SYNC WITH CLOWD
— going com ST
@ Incoming Rephcations L
o Cloud 3 Defaun faun i .
On-Premises
! O [E T-Pokcy (0 Ongs) & Alawen & Allowed 5m o
@ Cutgoing Replications L

o Choasd
to On-Premises
B Replication Tasks

Sites

B Syilerm Monilomng

& Configuration
Compliance status for T1-Palicy

(& Policies

To control the replication settings of VMware Cloud Director organizations, the service
providers assign replication policies to the organizations.

1. Select the Policy T1-Policy
2. Click on ASSIGN
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Assign Policy to Tenant (contd..)

Assign Policy
u (g T b
g -

enant] Defanit Poicy

1. Enable checkbox for Tenantl
2. Click on ASSIGN

Let's log in as Tenantl and see what it looks like now that we have assigned a policy.

Log out of Provider

administrator

Unlimited Yes

In the upper right-hand corner, click on administrator and select Log out.
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Login to RegionB Tenant

/ ﬂ Settings | Replicator Ser. X y ﬂ Welcome to VMware Clc X \\":
_ ety
<« C | & Secure | https://ved-01b.corp.local/login/?service=ten:z
HOL Admin Region A Region B
(&) vesa-01b Web Client
b VCD SiteB - Provider

bl VCD SiteB - Tenantd o
P

W VCDA SiteB - Admin

Welcome to

B VvMware Cloud
Director

Use your user name to sign in

tladmin

o 00

In the bookmarks bar, click on Region B and select VCD SiteB - Tenantl
Username: tladmin

Enter Password: VMwarel!

Click on Sign In

ol s
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Go to Availability

‘,.-"IIII (] vSphere - vesa-Da.corp. X l"'.""m Viiwiare Choud Director Qﬂ Vhiware Cloud Director - X l.\'-.\"-.‘_x
= C | @ Secure | hitpsy//wed-01b.corp.ocal/tenant/tenant

HOL Admin Region A Region B

v VMware Cloud Director Data Centers

Wirtual Data Center

1. Expand More
2. Notice it no longer shows Setup DR and Migration. Click on Availability

(SiteB)

Availability

tladmin

vm ‘VMware Cloud Director

@ tenanti@siteB . ~ i
On-Premises VM replication status ¢\ Cloud vApp/VM replication status
@ Incoming Replications w ncoming VMs Incoming vApps ncoming VMs
from Cloud

0 T 0

from On-Premises
@ Outgoing Replications v

to Cloud Outgoing vApps Outgoing VMs

to On-Premises
Bl Replication Tasks o VO FEpRCalions o b0 repkications O
% Sites
& Resources v

by Organization VDCs ® tenantl traffic data chart @ tenant! disk usage chart

© Avout etween 06/12/2020 (3 and 0712/2020 [ nersl ([N © between 06/12/2020 [ and 07122020 [ nterva o

y @
= v
= ]
= 3
z
- B
=

Notice that we no longer have the "Setup DR and Migration" window and now we have
VMware Cloud Availability in our Cloud Director Ul.
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Retrieve Service Endpoint Address

vm ‘VMware Cloud Director

@ tenant1@SiteB Cloud sites

G Incaming Rephications L
m Cloud
from On-Premises
@ Outgeing Replicaticns W
to Cloud
to On-Premises

gepllcatmn Tasks

=, Sites

1. Click on Sites
2. Copy the Service Endpoint URL using the icon Copy
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Switch to On-Prem Site

! L
B VMware Cloud Director - %\

— 9 @ Secure | https://vcsa-01a.corp.local/ui/#7extension
HOL Admin Fegion A Region B

RegionA i C L -

(§ core-A | - Li
[l RegionAQ1-MGMTO
i vesa-0lb.co ¢ A cies and Fro
&4 Auto Deploy

{|*» Developer Cente
B Networ and Sec
®) vRealize C S

1. Switch to tab On-Premises site
2. Expand Menu
3. Click on DRaaS
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Configure pairing from On-Premises to Cloud

vm  vSphere Client

Local availability sites

DRaaS
192.168.110.95 9
Mot paired zetting Started Dashboard Qutgoing Replications Inceming Replications

°pm|:a NOW

1. Click on Dashboard
2. Click on PAIR NOW

Enter Site Details for pairing

New Pairing Site Details

Enter a name that will identify your vSphere site to the cloud provider

1 Site Detals
ghzrr:'r: vEphere-OnPrem

Dascription

1. Enter Site name vSphere-On-Prem
2. Click NEXT
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Enter Lookup Service Details

Mew Pairing Lookup Service Details
Enter the connection details for the Lookup service
2 Lookup Service
S50 Ad 1] i 3

Lookup Service Address: Confirm it is pre-populated

Enter SSO Admin Username: administrator@regiona.local
Enter Password: VMwarel!

Click Next

W=
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Enter the Cloud Service Details

New Pairing Cloud Service Details
Enter VMware Cloud Director Availability Cloud Site details
i i 9 Service Endpoint address * https:ifvcda-01b.corp local: 8048/
3 Cloud Service Details ° Organization Admin * tladmin@tenant!

Organization Password *  sssssess

CANCEL BACK NEXT

Here we will update the Cloud Service details. Enter the following information:

1. Service Endpoint address: Paste the url we copied from the Cloud Site. Confirm
the address is https://vcda-01b.corp.local:8048/

2. Organization Admin: tladmin@tenantl

3. Organization Password: VMwarel!

4. Allow Access from Cloud: Turn it On. For the enterprise administrators, this
option under Cloud Details, gives the users an option to set up new replications
from vCD. If this is disabled, vCD users cannot remotely browse vCenter. The only
way to establish new replications is leveraging through vCenter. If this option is
enabled, new replications can be established from either side.

5. Click NEXT
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Accept the server certificate

M Do you trust the server certificate?
Certificate

Issued To

Fingerprints
SHA-256:8 B2:94:CE:67:C3B2F 20:3F22:95:40ED

1. Click on ACCEPT
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Ready To Complete the pairing between the 2 sites

New Pairing Ready To Complete

Site Name vSphere-OnPrem

Site Description

Na.corplocalad3/flookupservice/sdk

Lookup Service Address

anice Dataile SS0O Admin Username administrator@regiona.local
Service Endpoint address https /vcda-0lb.corplocal:3048/
4 Ready To Complete . . 5
Organization Admin tladmin@tenantl
Allow Access from Cloud Yes
) Lfte e pair/repair se e
*~ To enable cloud to datacenter replications you m

Q @ cdit/ configure local placement now

1. Review the details, enable Edit / configure local placement now. To enable
Cloud to on-premises replications, local placement settings need to be configured
to indicate where to put your recovered VMs.

2. Click on FINISH
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Configure Placement Settings for Recovered VMs

Configure Placement WM Folder

select location for the recovered virtual machines

1 ¥ Falder

. B Regionact

Because the "Edit / configure local placement now" option was enabled in the last step,
the Configure Placement wizard should now be visible. (If you didn't enable this setting
in the previous step, you can access this wizard in the DRaaS Configuration section.
Look for "Placement to newly recovered VMs on this site".)

1. Select RegionAOl
2. Click on Next
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Configure Compute Resource

Configure Placement Compute Resource

| Ssk=Cl the gestnation Ccompute resource Tor the recoversd virtcual machines

2 Compute Resource
L [ RegionAC1-COMPO1

1. Select RegionA01-COMPO1
2. Click Next
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Configure Default Network

Configure Placement Default Network

te et the network 1o connect Vi neswork interfaces after falover

3 Detault Network ! = 5t

@ v RegionAQl-vD5-COMP

1. Select Network VM-RegionA01-vDS-COMP
2. Click Next
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Configure Datastore

Configure Placement Datastore

. B RegionAD-ISCSI01-COMPO

4 Datastore

1. Select Datastore as RegionA01-I1SCSI01-COMPO1
2. Click Next
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Ready to Complete the Configuration of VM Placement

Configure Placement Ready To Complete
e Ferource WM Fddet mF A
Compute Resource iy Region A
Default Network @
Datastore =k A

5 Resdy To Complete

1. Review the details and Click on FINISH
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Confirm the pairing is Completed successfully

wvm vSphere Client

ocal availability sites

- VSphere-OnPrem
Paired with SiteB

DRaas .

Dashboard

m vSphere-OnPrem, paired with SiteB

Oy Cloud vApp/vM replication status

=
o

Let's take a look at the Dashboard at On-Premises site.

=

. Click on Dashboard

2. Local Availability Sites - Confirm the On-Premises site is paired with Cloud
SiteB

3. Cloud vApp/VM replication status - We just paired On-Premises with Cloud.

There are no Incoming or Outgoing Replications to Cloud.
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Failover Workflows from On-Premise to
Cloud Using vCloud Availability

In this exercise, we will be learn

* How to protect VMs from On-Prem to Cloud.
* How to Test recover, Test Cleanup, Recover and Reverse Replicate the VMs
from on-premises to cloud and back.

Configure Replication from On-Prem to Cloud

/l"__,.l viphere - DRaas ® \'ﬁ. \

— C | & Secure https://vcsa-01a.corp.local/ui/#7extensionld =com.vmware

HOL Admin Region A Region B

vm vSphere Client

Local availability sites

DRaaS
~. vSphere-OnPrem 9
'’ Paired with SiteB cetting Started Dashboard Outgoing Replications
° ==
[ VM 1 vApp
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You should still be logged in to vSphere Region A and in the DRaaS$ section. If not, open
a browser window, log in to vSphere as administrator@regiona.local, and go to the
DRaaSs section under the Menu.
Now we will configure an Outgoing Replication. There are two replication options:
* Protection - Protecting a virtual machine from on-prem to a VCD target; keeps
the workload running in the source site.
* Migration - Migrating a virtual machine from on-prem to a VCD target; powers
off the source and runs the workload in the destination site.
In this lab exercise, we will configure Protection of VM from On-Premises to Cloud.

1. Click on Outgoing Replications
2. Click on the icon New protection

Enter Credentials to manage replications to Cioud

Tenant1E5SiteB

QJsemam? tladmin|
gPassword ........ o

1. Username: tladmin
2. Enter Password: VMwarel!
3. Click on LOGIN
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Select vCenter VM for Replication

New Qutgoing Replication vCenter VMs

Source Site | vserERE-oNFREM~ | Select VMs to replicate from:
1 wCenter ViMs -

"".Z:l'.';-l ADp
W T rPU Mamory
o G core-a - JSE00ME  100.00 MB

1. Select VM core-A
2. Click on Next
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Select Destination VDC and Storage Policy for Replication

New Outgoing Replication Destination VDC and Storage policy

| 1 vCenter Mz Select a virtual data center from SiteB to be used as replication target: REFRESH
T T Us B Used Used ' ongeing
2 Destination VDC and Storage policy Al DERCICPL memary storage s Lo replications
O3 Tenanti oM 256.00 ME 125 GB 1 Currently unavailable 0
3
1 ltems per page 20 1-10f 1 results

Storage policy

Select the new storage policy placement for the recovered VMs

Name T Used T Limit

° © Ay 125 GB 10.00 GB

[tems per page 20 1-1 C-‘o'.i

1. Select vDC Tenantl
2. Select Storage policy Any
3. Click on Next
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Configure Settings

New Qutgoing Replication Settings
SLA profile
SLA profiles are not available for 'Tenant?’

- Target recovery point objective (RPO)
3 Settings = v ! !

m 2h 8 hours 4

24h

Retention policy for point in time instances

Delay start synchronization
(P Set time that is convenient for the first synchronization
Exclude disks
(P save disk space on the target site by excluding disks that are not necessary
gure Seed VMs
(@ Vse an oloe of the protected VMs on th et o reduce the fi

0 -
CANCEL BACK NEXT

Brief overview of the parameters on this page -

SLA Profile - The premise of a SLA Profile is to provide a grouping of target settings
when protecting a workload. This minimizes the amount of time spent configuring for
protection. Think of this as a logical grouping construct which is a single selection to
protect a workload. One does not need to think about what settings to configure. A SLA
Profile consists of the following:

Target Recovery Point Objective (target being the key word here)
Retention Policy for Point in Time Instances

Ability to Quiesce or Compress Replication Traffic

Time select of the synchronization.

B W

Just select SLA profile, and done. You can either use default or custom created SLA
profile. SLA profiles are optional and only pertain to protections. They are not utilized for
migrations at this time.

Target recovery point objective (RPO) - The RPO is the longest tolerable timeframe
of data loss. For example, with one hour RPO the recovered virtual machine can have no
more than one hour of data lost. Shorter RPO intervals, ensure less data loss during
recovery, at the expense of consuming more network bandwidth to keep the replica up
to date.
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Retention Policy - Maximum number of retained snapshots per single virtual machine
replication within an organization.

Delay start synchronization

* To schedule the start of the replication, select this option and enter the local date
and time to start the replication.
* To start the replication when the wizard finishes, leave this option deselected.

Exclude disks -To exclude some hard disks of the virtual machines from replicating to
the destination site, select this option.

Configure Seed VMs - For each new replication that you configure, an initial full
synchronization operation is performed. During this operation, vCloud Availability copies
the whole data from the source vApp or VM to a datastore in the target site. Due to the
size of the vApp or VM or to the network bandwidth, an initial full synchronization might
take a long time.

To reduce the initial synchronization time, you copy the source vApp or VM to the target
site by using removable media, failover of a previous replication, or other means of data
transfer. Then, in the target site, configure a replication that uses the vApp or VM copy
as a replication seed.

When a replication uses a seed vApp or VM, vCloud Availability does not copy the whole
source VApp or VM data to the target site. Instead, vCloud Availability copies only the
different data blocks between the source vApp or VM and the seed and reuses the seed
data in the target site as a basis for replication.

We do not have Seed VM available at the target site for this exercise

1. Leave everything as Default and Click Next
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Complete Replication to Cloud

Mew Outgoing Replication Ready To Complete

Verifty the selected settings before proceading:

erter Wi
. VMs H core-A
2 Des n VDC and Storage policy Source Site vSphere-OnPrem
o Destination Site SiteB
o Drestination VDO 1 Tenantl-0OWEC-B
4 Ready To Complete torage palicy Any
Target RPO 24h
Quiescing Disabled
Retention Keep latest instance only
Sync time No delay

1. Verify the Replication Settings are correct and click Finish

Confirm the Replication is started

F & onere oo « ° Bl - 1o =
&« C | & Secure | https://vcsa-Macorplocal a e & i

HOL Admin Region A Region B

wm  vSphere Client

Local avaliability sites g e
. vSphere-OnPrem
Paired with Sitell

1. Confirm that the replication is started. You can monitor the % progress here.

Note: the time it takes to replicate a VM depends on the size of the VM. In this case, the
VM is relatively small, so it should only take a minute or two.
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Replication is Completed

\ - o

f [ Sphere - DRsaS x % %

- C | @ Securs  hittps) vesa-Olacorplocal #Taxtens com warahd talView a, r z

HOL Admin Region A Region B

Local avallability sites
DRaas
. vSphere-CnPrem

= wih SiteB tting Start 2 Dutgoing Repdcations

Confirm the replication status of VM core-A

1. Replication State is Healthy
2. Overall health is Green

Note: In case you see Unexpected vCloud Director error during replication, please retry.
Due to the nested environment in Hands On Lab, sometimes the error is seen, in real
world it should work seamlessly.
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Confirm the Replication Status from Cloud Provider Site

f \
J,"'J [J vSphere - DRaaS X l VMware Cloud Directar - X o}
-—

&« C | @ Secure | https://ved-01b.corp.local/tenant/tenant1/plugins/Vk13YXJI/h4-2d176154-b84f-495f-aac3-facT739df694

HOL Admin Region A Region B

v ‘VMware Cloud Director Data C Ap Administration

@ tenant1@SiteB Cloud sites
Cloud site T 5&"-‘CEEPC|Z-¢"t T Management Session
@ Incoming Replications ~
7 Sited (Local site nttps:veda-0b.corplocalBO48/ [% S
from Cloud

from On-Premises
@ Outgoing Replications ~
to Cloud
to On-Premises
Bl Replication Tasks
™ Sites
& Resources w
On-Premises sites
by Organization VDCs

© About

You should still have a second tab open logged in to the Cloud SiteB as tladmin. If not,
open a new tab, go to VCD-SiteB - Tenantl from the Region B folder in the bookmarks
bar, log in as tladmin, and click on the More menu and select Availability (SiteB).

1. Click on the second browser tab to go back to the Tenantl OVDC in VCD SiteB.

Confirm the Replication Status at Cloud Site

y Y " "
[/ 5 vphers - DR XV B Vhtware Cloud Director - x \{‘ [+ B30 |
< C | @ Secure | httpsy//ved-01bucorpulocal/tenant/tenant1/plugins/Vk13YXJI/h4-2d176154-b84f-495f f if594e/portal/incoming-replicat - Q ¥ i

HOL Admin Region A Region B

vm VMware Cloud Director

— e Sy o Ptrhcation skile Pecovery stale it ot T = e —
@ Incoming Replications - ° > ¥ o g
from Cloud & core-A 3 i core-A B NA Q@ 24n © et & Green 7/4/20,10:30 PM

.. P —

1. Click on Incoming Replication - from On-Premises
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2. Confirm the VM core-A replication state is Healthy

Configure Network for Recovery Workflows

/ (7} vSphere - DRaa$ . x ‘v_’_’m VMuware Cloud Director - X U (5] vSphere - C4-06badf21-« X \ ¥

& C | @ Secure | https://vesa-01a.corp.local/ui/#7extensionld=com.yvmware.hd.portalVie

HOL Admin Region A Region B

vm vSphere Client

Local availability sites

DRaaS
~. vSphere-OnPrem
' Daired with SiteB Getting Started Dashboard Qutgoing Replications ncoming Rep
M @ @& W & ALL ACTIONS
New
WM T 21 Mew protection ofile
B &coea 5 & New migration
Settings
::._:t} :“_ ofr a
PR
B Change €
Instances

% Sync

Before we can run Recovery of the replicated VM, we need to configure a Test/Failover
Network. This step can be either done from On-Premises or the Cloud. This Network
would be connected to the Recovered VM.

Switch to On-Premises tab

From the Outgoing Replications, check the checkbox for core-A
Expand ALL ACTIONS

Click on Network Settings

W=
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Configure Network for Recovery Workflows

Network Settings | core-a

MIGRATE/FAILOVER TEST FAILOVER ] Apply to all VMs NETWORK ™ ] [ P MODE ] [ MORE ] [ EXPAND Al

Guest ~ Computer =

target or Connect Pri ¢ MAC add Reset MA 1] P s (1)
arget o gm_ Connected rimary nic C address eset MAC mode address cuttomization name

wME
C natwork
> = core-A °|... n

Tenantl-OVCD-B-TestNet

° Tenant-OVDC-B-OrgMet-Rtd

CANCEL APPLY

Before we can run Recovery of the replicated VM, we need to configure a Test/Failover
Network. This step can be either done from On-Premises or the Cloud. This Network
would be connected to the Recovered VM.

For HOL lab exercise, Migrate and Test Failover networks are pre-configured. In
production environment, please create migrate/test failover networks before configuring
it here.

1. Select MIGRATE/FAILOVER
2. Expand None
3. Select Tenantl-OVDC-B-OrgNet-Rtd
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Configure Network for Recovery Workflows (contd..)

Network Settings cre-A
|- MIGRATE/FAILOVER Apply to all VMs NETWORK ~ ] [ P MODE * ] [ CORY FROM MIGRATE/FAILOVER ] [ MORE ] [ l-;.a-_n-:_.a,__

Connect to
target org Connected Primary nic MALC address Reset MAC P mode P address (1)
vYDC network

Guest m Computer -
customization =~ name

> G core-A None (]

Mo

° Tenant-OVCD-B-TestNet

Tenantl-OVDC-B-0OrgNet-Rid

CANCEL APPLY

Select TEST FAILOVER

Expand None

Select Tenantl-OVDC-B-TestNet
Click APPLY

W=

We have successfully configured network for both Migrate/Failover and Test
Failover workflows.

Configure Test Failover

F 50 +Sghere - DRaes % V[ ViMwere Cloud Director - X ¥ (5] viphere - C4-06bedf21 - X G | B - .
1 4 N
L o C | @ Secure | hitps//vesa-Dacorplocal/ui/#Textensionld=com.ymwarehd.portalView 8 ov |

HOL Admin Region A | | Region B

wm  vSphere Client

Local avallability sites -
DRaas
=, VSphere-OnPrem
sirec with SiteB - v190ing Repications : : ) .
¥ @ & o S ISl roecioov | mstances | mesoumces
B & corea [C E A U 240 & Heathy Mot started 2 Pratection § Grean T/4/20. 1158 PM

By performing a test failover you can validate that the data from the source site
replicates correctly in the destination site. Test Failover can be configured from either
the On-Premises or Cloud site. For HOL exercise, we will configure Test Failover from On-
Premises.

1. Check the checkbox for VM core-A
2. Click on the icon Test Failover
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Configure Recovery Settings for Test Failover

Test Failover Recovery Settings

Salect configuration for the recovered WVMs

Network Settings
° u apply preconfigured network Settings on falove
Connect all WMs o network

1 Recovery Sattings

CANCEL MNEXT

For the recovered VMs, here are Recovery Settings:

* Power on recovered vApps - Select to power on the virtual machines in the
destination site after the task completes.
* Network settings
o Select Apply preconfigured network settings on failover, to assign the
network configured during the virtual machine replication.
o Select Connect all VMs to network and from the drop-down menu select a
network to connect the replicated virtual machines to.

=

. Check the checkbox Power on recovered VMs

2. Network Settings: Select Apply preconfigured network settings on failover .
We preconfigured network settings in the previous steps.

3. Click NEXT
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Configure Recovery Instance for Test Recovery Workflow

Test Failover Recovery Instance

| L i Select recovery point in time

lecovery Settings
. 0 Synchronize all VMs to their current state
2 Recovery Instance
Manually select existing instance

- Synchronize all VMs to their current state - Creates an instance of the powered
on VApp with its latest changes and uses that instance for the Test Failover operation.

Select recovery point in time -

- Manually select existing instance - Select an instance without synchronizing the
data for the recovered workload.

1. For the Recovery point in time select Synchronize all VMs to their current
state
2. Click on Next
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Ready To Complete the Test Failover

Test Failover Ready To Complete

Werify the selected settings before proceeding:

] Recoversd WMs & core-A
2 Recove stance
Recovery site Sited
3 Ready To Complete Recovery network Tenantl-OWCD-B-TestMet
Synchronize WM changes | atest
Power on recovered Vs Enabled

1. On the Ready To Complete page, review the test details and click FINISH to
initiate the Test Failover

Test Failover is in progress

J,-"‘l CA vSphere - DRaas % ¥ [ VMware Cloud Directer - % 1 [ wSphere - C4-86badi21. X A\ =]
© C | & Secure | hitps/ fvesa-01a.corp.ocal Ui/ 4 7ext ] 4 portalVies a o
HOL Admin Region & Region B

wvm vSphere Client

Local availability sites

DRaas
.. v&phere-OnPrem
Pa vith SieB — =
- B v A profie o #rephcation stab v Becovery state beplication type averall heatth - Last change
B &Fcooes = i core-2 3 L 0 240 @ Healthy 3 Fal-Over & Protection & Green } Test

Verify the Test Failover is started and Recovery state is updated to Fail-Over. You can
monitor the % progress for test failover.
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Test Failover is Completed and Successful

_.f'f (5 viphare - DRaaS x V[ Vhdueare Cloud Director - x 'V () viphare - CA-96badi 1 x 1 |2 BLL
“ C | @ Secure | hitps//vesa-0a.corplocaliui/$7exten = corm,wmw v portalViey g o | &
HOL Admin Regian A Region &

vm vSphere Client

DRaas
-, vSphere-OnPrem
F th Sited

Confirm the Recovery State is Test Image Ready and Overall Health is Green.

Please be patient, it may take few minutes for the Test Failover to be
Complete.

Note: In case you see Unexpected vCloud Director error during test failover, please
retry. Due to the nested environment in Hands On Lab, sometimes the error is seen, in
real world it should work seamlessly.
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View Failover VM at Cloud Site

y
/ﬂ vSphere - DRaas Q B VMware Cloud Director - X Vr'_T.I vSphere - C4-96badf21- X \D

< C | & Secure | https//ved-01b.corp.local/tenant/tenant1/vdc:

HOL Admin Region A Region B

(
vm VMware Cloud Director - Data Centers

= . (= _ - ' % = % & - 2
= = 5 a Cente = A
Y - T - = = - o =
TarnardE o, I Tl ™
¢h Tena UVLUL-5
e 0T RS 0 A
i Tena 2 192.168.210.40
A — —— pp—— D A i~ g
Appica 5 LHU viemory 2lorage

T RS |
=]
-
2
(]
L
d
[
5 wn
(3]
! =
m
[
G
m

1. Switch to tab VMware Cloud Director Availability as a tenant
2. Click on Data Centers
3. Click on Virtual Datacenters Tenantl-OVDC-B
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Verify Test Recovery on Cloud Site

/ﬂ vSphere - DRaaS x Vm VMware Cloud Director - X v[‘_—,.l vSphere - C4-96badf21-

x G

< C

HOL Admin

@ Secure | https://vcd-01b.corp.local/tenant/tenant1/vdcs/70b342b5-aB0d-4

Region A Region B

Data Centers Libraries

vm VMware Cloud Director

192.168.210.40

Tenant1-OVDC-B

Compute e
ADVANCED FILTERING
Clear all filters

& Networking
tenantl-photon-01b

Powered on

- onzole M Console
= Storage v
Mewver Expires Leaze Never Expires
tladmin
= eF < App core-A
Other 3.x Linux (32-bit) Network Details
o Settings w
= P
3 = (L) "S’ Tenant1-OVCD-B-TestNet
. 1 356 MB 256 MB NIC O
_ ad
i P aAddress
ACTION DETAILS
[5 Copy to Clipboar

" 1D

1. Confirm that core-A VM shows up here.
2. Verify the network is Tenantl-OVDC-B-TestNet
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Configure Test Cleanup

=10 =

r w r X
/ 7 vSphere - DRaas . x ¥ [B VMware Cloud Director - % \{ [ vSphere - C4-96badf21- 3 W\
<« C | @ Secure

HOL Admin Regin A

https://vcsa-01a.corp.local/ui/#7extensionld=com.vmware.hd.portalVie

Regian B

Q ov g &

Local availability sites - -
DRaas
. vSphere-OnPrem
" Paired with SiteB Dashiboard Outgoing Replcations on Tasks Configy
New
°ﬂ & B o oz @ Healt L] mage 1e 2 L] 20.1204 AM
Settings
nstances
IF
Recovery
1 = M
~ ©F

To delete the test failover results, we will configure Test Cleanup. The cleanup deletes all

recovered vApps and virtual machines.

Switch to On-Premises tab

Click on Outgoing Replications
Check the checkbox for VM core-A
Expand ALL ACTIONS

Click on Test Cleanup

Uk WNPR

Confirm Test Cleanup

Test Cleanup

t to clean-up the test failover results f

1. Click on CLEANUP.

pps to be deleted

CANCEL CLEANUP
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Test Cleanup is Started

; . . .
je" 7 vSphere - DRaas * A/ B2 ¥Mware Cloud Directar x\‘ (7 vSphers - C4-96badf21- X 4\

“ 2 | & Secure | https

L= o =
wesa-0Ma.conpulocal/ui/#?extensionld=com vare.hd.portalView g o 4
HOL Admin Region A Region B

¥m vSphere Client

Local availabdity sites

DRaaS
vSphere-OnPrem
= ed with Site@ Outgoing Replications
w . e [ [
a v o - —
B &cwe B core-A @ 24n @ Haaltny & Test image ready © Protection & Green Cloa
1. Confirm Test Cleanup is started.
Test Cleanup is Successful
_r;'rG' vSphere - DRaaS x\"a Whiware Cloud Director x"-"'fj vSphere - C4-B6badi2] x\'-\\ \ | = BILE |
= C | @ Secure | https//vesa-0na.corplocal/ui/#7ext 4, portalView e o 1
HOL Admin Region & Region B

vm vSphere Client

Local availability sites

DRaas
vSphere-0nPrem
ared with Site® m tart L Cutgoing Replicatio
9 & semowse ST oo g ° (v R
a - e o Recovery stale
& 3 & core-h B N o & e P —

@ Pratection & Green

7/5/20. 109 AM

Test Cleanup is completed successfully. Please Confirm

1. Recovery State is Not Started
2. Overall health is Green

HOL-2182-01-HBD Page 84



HOL-2182-01-HBD

Confirm VM is removed from Cloud Site

/|‘_-,-| vaphere - DRaas

= C | 8 Secure | https://ved-01b.corplocal/tenant/tenant1/vdcs/T0b342b5-280d-4091-b1fb-

Vidware Cloud Director - X VG vaphere - C4-96badf21- X \

HOL Admin Fegion & Region B

vim VMware Cloud Director Data Centers

1929681040 Tenant] Tenant-OVDC-B

Compute W
S Find by: Mame ADWVAMNCED FILTERING
Tual Machines 1 Virtual Machines Expired: falge o Chear all filkers
- : NEW VM
&= Networking W
-':II_!....-'I_: hotor -I:- b
letworks ) I
_ Powered on
= Storage w
Lease Never EXpires
Sy slem
atorage Folicies app tenanti-photon-01o
Giher Linux {§4-bit)
o Settings b
A [, J =1
i = U @
Genera S bor o ok
etadata 763 MB 256 MB
T BADGES
ACTIONG ~ DETAILS

1. Switch to tab VMware Cloud Director Availability as a tenant

Notice core-A VM is removed from here after Test Cleanup is successful.
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Perform a Failover Task from On-Prem to Cloud

r I
J," [ vSphere - DRaas X 1"1-"r= ViMware Cloud Director - X VG viphere - C4-96badf21-. X 1""..:-. L
i C | @ Secure | httpsy/ved-01b.corplocal/tenant/tenant 1 i
HOL Admin Regeon A Regwon B

vm VYMware Cloud Director Data Centers

182168 210.40 Tenant-OVDC-B

Availabiity (SiteB)

Compute o
Find ame ADVAMCED FILTESIN
""" E ear a e
- i MEW WM
2 Metworking b
N Powered on
= Storage -
L Hever Expire
5 F enant1-photon- O
thes T (64
i Settings L
1] : Ho |E‘;.
i 758 HB 256 MB

If the protected source site is unavailable, in the destination site user can perform a
workload disaster recovery operation. Lets DR failover a VM in Cloud.

1. Expand More and Click on Availability (SiteB)
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Perform a Failover Task from On-Prem to Cloud

r w w |
_.-":- [F vSphere - DRaas * y = VMuare Cloud Director % | [ vSphere - C4-96badf21- X W
i C | @ Secure | httpsy/ved-01bocorplocal/tenant/tenant1
HOL Admin Region & Regwon B

vm VMware Cloud Director

® tenantl@SiteB

[ { [_| ALL ACTION
HEw
B - Fla
® Incoming Replications R v
from Cloud B &cores & 2 Mew migrat
Q' >m On-Premises Cettings
Py ':: -ation settng
@ Outgoing Replcations A
} ':-.-ﬂ'--'r' _ .
to On-Premises
B Replication Tasks mstances
*, Sites
i3 Resources e
by Organization WDs
Recovery
B About i Migra
i CAR SELECTED RE

Click on Incoming Replication from On-Premises
Check the checkbox for VM core-A

Expand ALL ACTIONS

Click on Failover

ol s
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Configure Recovery Settings for Failover

Failover Recovery Settings .

Select configuration for the recovered VMs
1 Recovery Settings

Consolidate VM disks - Enable for a better performance of the recovered virtual
machines at the expense of the failover task taking longer to complete.

Power on recovered vApps - Select to power on the virtual machines on the
destination site after the task completes.

Network settings

* SelectApply preconfigured network settings on failover, to assign the network
configured during the virtual machine replication

* SelectConnect all VMs to networkand from the drop-down menu select a network
to connect the replicated virtual machines to.

1. Leave the defaults and Click on NEXT
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Configure Recovery Instance for Failover

Failover Recovery Instance

| . Select recovery point in time.
Recovery Settings

2 Recovery Instance

On the Recovery Instance page, you can choose the recovery point in time instance for
failover.

1. We'll continue with default latest instance and Click on NEXT
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Ready to Complete the Failover

Failover Feady To Complete
= Werify the selected settings before procesading:
- - Recovered VMs B core-A
2 Re tarce
Recovery site Sited
3 Ready To Complete Recovary metwork Preconfigured network setiings
Synchronize WM changes Manuslly selected instance
Power on recovered VMs Enabled
Consolidate VM disks Disabled
1. Review the Failover details and Click on FINISH
Failover in Progress
rf@ vSphere - DRass RV B Vivare Cloud Director - x W e CAsemi i X b ¥ |+ &L |
&= C | @& Securs | https//ved-01b.corplocal/tenant/tenant k X 4-2d176154-b84f-495f-aac3-fac 7351594 -3 T nlicat _— a

HOL Admin Region A Region B

wm Mware Cloud Director

@ tenantIZsites O & & m - T E———— - )
@ Incoming Replications w a w a Rep - E—— F
ran Cloud & core-4 Y §Boore-d 5 NA @) 24n @ =eathy €9 Protec

- On-Premises

1. In the Detailed Status, you will notice Failover in Progress with % progress.
2. While Failover progresses, you will notice the Recovery State is updated to Fail-
Over
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Failover completed successfully

',-'0 +Sphere - DRazS RO [ Vhdwace Cloud Diector - % U Wophere S CA-aB0RI T 3 N ) | OLE |

This process will take a couple of minutes. Please be patient. After the failover task
finishes, the failed over workload is running in the destination site and the workload is
no longer protected upon the task completion

1. Replication State is Healthy
2. Recovery State shows Failed-Over.
3. Overall health is Green

Note: In case you see Unexpected vCloud Director error during failover, please retry.
Due to the nested environment in Hands On Lab, sometimes the error is seen, in real
world it should work seamlessly.
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Verify VM is Failed-Over to Cloud

4 ['J vSphere - DRaas ® Vﬂ VMware Cloud Directar - X \ { [F vSphere - C4-96badf21- X \\\ L

| 4

& C | & Securs | https://ved-01b.corp.local/tenant/tenant ]

HOL Admin Region 4 Region B

(1]
vm ‘VMware Cloud Directé. /4 Data Centers

Virtual Data Center

a Tenant1-OvDC-B
® Tenantl,  © 192.168.210.4¢
B c er torage
2

0 MHz 256 ME | 6B
7 of 2 \

After DR failover, we will confirm that the VM is Failed-Over and powered-on in Cloud
site

1. Click on Data Centers
2. Click on virtual datacenter Tenantl-OVDC-B
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Confirm VM is Failed-Over and Running in Cloud

/Q vSphere - vcsa-0lacorp. X Vn VMware Cloud Director - X VG' vSphere - C4-96badf21-. X \{ %

< C

HOL Admin

@ Secure | https:

Region A Region B

Data Centers

vm VMware Cloud Director

192168 210.40

ved-01b.corp.local/tenant/te

nantl/vacs

Administration

Tenantl-OVDC-B

Compute v

ADVANCED FILTERING

& Networking

1 356 MB
ACTION!

B4

tenanti-photon-01b

Powered on

Network Details

Tenant1-OVDC-B-OrgNet-Rid °

NIC O

P Address

bl ]

1. Confirm that core-A VM shows up here.
2. Verify the network is Tenant1l-OVDC-B-OrgNet-Rtd (since this was the one
preconfigured for Failover workflows in the previous exercise).

BADGES

The Failed-Over VM is running on the destination site now. The VM is no longer

protected.
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Go to Hosts and Clusters view on On-Premises Site A

/IﬂJ vSphere - DRaa% g x Vn VMware Cloud Director xvﬂl vSphere - C4-96badf21- % \\
— C =l=Seceely hitps://vcsa-01a.corp.ocal/ui/#7extensionld=com.yvmware.hd.portalView

HOL Admin Region A Region B

vm vSphere Client |::'.

Local availability sites A Ldmrea
i} Home

... vSphere-OnPrem

: Paired with SiteB .
- ° [] Hosts and Clusters

@ VMs and Templates red with SiteB

o s
&

e
1
1
T
1

/s ol
1

Since we performed DR failover in Cloud assuming protected source site is unavailable,
VM remains powered on in Site A. Lets confirm that.

1. Switch to tab for vSphere On-Premises site
2. Expand Menu
3. Click on Hosts and Clusters
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Go to Hosts and Clusters view on On-Premises Site A
(contd..)

/ Cd vSphere - vesa-0lacorp X vm VMware Cloud Director - X vﬂ' vSphere - C4-96badf21- x \\

— | @ Secure | https://vcsa-01a.corp.local/ui/#7extensionld=vsphere.core.inventory.se

HOL Admin Region A Region B

vm vSphere Client

1. Expand RegionAOl
2. Expand RegionA01-COMPO1
3. Confirm core-A is still powered on at On-Premises SiteA

Configure Reverse Replication from Cloud to On-Prem

/ﬂ viphere - v:u-Uia.corAﬂ VMware Cloud Director - X VG' vSphere - C4-96badf21- X \‘\_. \
<« C | 8 Secure | httpsy//ved-01b.corp.local/tenant/tenant1/vdces/70b342b5-a80d-4091-b1fb-1d852299¢cal8/vm
HOL Admin Region A Region B

vym ‘VMware Cloud Director Data Centers Applications Administration

192.168 21040 Tenant] Tenant1-OVDC-B

Compute w
Find by: Name ADVANCED FILTERING

2 Virtual Machines Expired: falze  x Clear all filters
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After a failover from the source site to the destination site, the migrated workload runs
on the destination site. A subsequent reverse task replicates the recovered workload
data back to the source protected vApp or virtual machine.

We will reverse replicate the VM core-A from Cloud to On-Premise in this exercise.

1. Switch to tab Cloud Site
2. Expand More and click on Availability

Configure Reverse Replication from Cloud to On-Prem
(contd..)

/GJ vSphere - vesa-01a.corp xvm Viware Cloud Director - X vf_—,l vSphere - C4-96badf21- x \\
< C | @ Secure | https;//ved-01b.corp.local/tenant/tenant1/plugins/Vk13YXJI/h4-. 61!

HOL Admin Region A Region B

vm VMware Cloud Director

@ tenant1@SiteB (]

Cah ALL ACTIONS ~
Mew
VM - Fila
@ Incoming Replications W ° Y ) Mew protection -
9 Cloud @ core-A K s
from On-Premises Settings
@ Outgoing Replications e
to Cloud
to On-Premises
Bl Replication Tasks Instances
o, Sites
& Resources L4
by Organization VDCs
Recovery
@ About #22 Reverse

| CLEAR SELECTED REScw wwowmive

1. Click on Incoming Replications from On-Premises
2. Check the checkbox for VM core-A
3. Expand ALL ACTIONS and click on Reverse
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Confirm Reverse Replication from Cloud to On-Prem

Reverse core-A

re reverse replication to the vSphere-OnPrem

1. Click on REVERSE

Reverse Replication is in Progress

- - _—

Y (5 vphere - ves-lfacors. % 1 [ VMware Cloud Director - % 1 (51 v3phere - 4-6badf2 x\.\x__ \ =1 =m

€« C | 8 Secure | hitpsy//ved-01bucorpocal a 4
HOLAdmin || Regiond || RegonB

Reverse Replication is in progress. You can monitor the progress of the Reverse task in
Last changed section.

Reverse Replication is Completed

Y [ vSphere - vess-Dlacorp % ¥ [ VMware Cloud Director - X N (3 viphere - C4-06bsd21-. X L W [+ 2L
= C | & Secure | httpsy//ved-01b.corplocal/tenant /tenant k X 1-2d176154 1f-495f-3ac3-facT 39dfEa4, talfincom ation prer e |
HOL Admin Region A Region B

M VMware Cloud Director

@ Outgaing Replications ~
to Cloud

to On-Premises

1. As soon as Reverse replication is successfully completed, Incoming Replications
from On-Prem is empty now
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2. Since the replication is now configured from Cloud to On-Prem, we will view
Outgoing Replications to On-Prem

View Outgoing Replications from Cloud to On-Prem

J (3 Shere -vess-Dlscorp X ) [l Viware Cloud Director (5] vSphere - C4-O6edf21- (i | E- o .
a 4| &

< C | & Secure | https;//ved-01b.corplocal/tenant/tenant

HOL Admin Region & Region B

wm Mware Cloud Director

3 . wApe SLA e v o SEFITITRTIT picalica bipt 7 orversil health
© Incoming Replications w ¥
from Claud i core i oore 3 A z & Hes = olectio & Gre

om On-Premises

© Outgoing Replications w
to Cloud

to On-Premises

1. Here you will notice VM core-A is replicated back to On-Prem and Recovery State
is Reversed

Migrate VM back to On-Prem

/ '] vSphere - vesa-Dlacorp. X Vn VMware Cloud Director - X V[SI viphere - C4-96badf21-+ X \\ _\_I
<« C | @ Secure | https:y//vcd-01b.corp.local/tenant/tenant1/plugins/Vk13YXJI/h4-2d 176154
HOL Admin Region A Region B

Administration

vym ‘VMware Cloud Director

# a5 #
E tenant1@SiteB [+ e i 1|H ll‘ ALL ACTIONS v STA

WM - vapp SLa profile - RPO
@ Incoming Replications -

W u
from Cloud g @ core-A 4 @) core-A Be N J 24h
from On-Premises
@ Outgoing Replications wr
to Cloud
to On-Premises
Bl Replication Tasks
T Sites
& Resources “w

by Organization VDCs
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Since the VM is successfully replicated back from Cloud to On-Prem, we will learn to
Migrate the VM from Cloud back to On-Prem. Migrating a vApp or a virtual machine to a
remote organization runs the workload in the destination site.

The difference between Migrate and Failover workflow is that Migration assumes
everything is up and running well at both sites so it powers off the VM/vApp at source
site whereas Failover workflow assumes source site is not reachable and leaves the VM/
VApp at source running in the same state.

1. Check the checkbox for VM core-A
2. Click on Migrate

Configure Migrate Settings

Migrate Migrate Settings

_ Select configuration for the recovered YMs
1 Migrate Settings

Instance options Cho nothing

1. Leave the Defaults and Click on NEXT
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Complete Migration to SiteA

Migrate Ready To Complete
| o Verify the selected settings before proceeding:
Becoversd WMs o core-4
2 Ready To Complete
Recovery site vSphere-OnPrem
Power on recoversd VMs Enabled
Instance options Do nothing

1. Review the Migation Settings and click on FINISH
Migrate to SiteA in Progress
_f.r"rﬂ viphere - vesa-Dlacorp x"‘-"rm Viware Cloud Director - % VL JIVEpReres CAOMhr T x\\_, =10 .
&« | & Secure | httpsy//ved-01b.corplocal/tenant/tenant k137X 4-2d176154-bBdf-495¢-aac3-FacT 3901554 o louta - a #

HOL Admin Region A Region B

@ tenantiZsites B @ & M . ALL ACTIGHS Toroioer | matances | mesources | Mo
® Incoming Replications v a w P . =
om Cloud 8 @Feooeas [3 SBcore-a NiA & 24 & =eaitny &3 Fail-Over &7 Pratection & Green © Mgrate  27%

rom On-Premises

@ Outgoing Replications w
to Cloud
to On-Premises

Bl Replication Tasks
Migration is in progress.

Note: This process will take a few minutes. In case you see an error during, please retry.
Due to the nested environment in Hands On Lab, sometimes the error is seen, in real
world it should work seamlessly.
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Migration to SiteA is Completed Successfully

- - ¥ p—

/ 15 vSphere - DRasS %W [ iwore Cloud Director - x V(1 vopher- CASebez i X B 1 BE-[o .
4 P -

<« C | & Secure | hitpsy//ved-O1b.corplocal/tenant/tenant a | i

HOL Admin Region A Region B

wm VMware Cloud Director

© tenantimsites

® Incoming Replications w

o Cloud

rom On-Premises

@ Outgaing Replications w
to Cloud
to On-Premises

B Replication Tasks

Confirm the:

1. Replication state is Healthy
2. Recovery state is Failed-Over
3. Overall health is Green

Confirm VM is Migrated back to SiteA

Qj vSphere - vesa-0lacorp. X Vn VMware Cloud Director - X V['_—,J vSphere - C4-96badf21- X \\ \

C | 8 Secure | httpsy//vcsa-01a.corp.local/ui/#7extensionld=vsphere.core.inventory.serverObjectViewsExtension&objectld =urn:vmomi:Folder.grouy

HOL Admin Region A Region B

& @ g 3 vesa-0la.corp.local AC 5
Summary Monitor Configure Permissions Datacenters Hosts & Clusters M Data MNe Linked
. Virtual Machin
Attribute ~ Tags
Attribute Value Assigned Tag

Since Migration from Cloud to On-Premises site is successful, workload now is powered
on and runs in the destination site (On-Premises here)

1. Switch back to tab vCenter SiteA
2. VM core-A now shows up in the inventory.
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Reprotect VM back from On-Prem to Cloud

r r w 1 N -
/(51 vSphere - DRass /B VMuviare Cloud Director - x \ [3) vSphere - Cé-96badi2l- % \\ . [+ OILE
< C | i Secure | hiP®//vcd-01b.corplocal/tenant/tenamt 1gins/Vk13¥X/h4-2d176154-b847-495f-aac3-fac739dfe94e/ portalfoutgoir [ t M= a %

HOL Admin Fegion A Region B

@ Incoming Replications v

from Cloud 8 @coer 8] @ New migration @ 24h & Heathy @ Failed-Over @ Protection @ Green 7/6/20, 6:27 PM

from On-Premises Setting:
@ Outgoing Replications w
Cloud
Instances
B Replication Tasks

@ Resources hd

by Organization VDCs

@ About

After migrating over the workload to On-Premises, we can reverse the replication and
reprotect it back to Cloud site. This is done by selecting the Reprotect button. Once
Reprotect is successful, this will show as outgoing replication from On-Premises to Cloud

1. Switch to tab vCD SiteB

2. Expand Outgoing Replication to On-Premises
3. Check the checkbox for VM core-A

4. Expand ALL ACTIONS and Click on Reprotect

Configure Reprotect Settings

Reprotect core-A

figure reverse replication to the SiteB

1. Click on REVERSE
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Reprotect from On-Premises to Cloud Is In Progress

r w — =
/[ vSphere - DRass %V B Vware Cloud Dirsetar - % V) Vophera s CADBbadiZ T % \ BE-loma
&« C | & Secure | https//wed-D1b.corpuocal/tenant/tenant 76154-b24f-495f-aac3-fac TI9dE94 ta tooing-re 3tions orem a
HOL Admin Region A Region B

WMware Cloud Director

@ tenant1B5teE

@ Incoming Replications e a w Replcation ange
o B Hooea % BB core-d 38 NA @ 24n & Heathy -] - ) Protectic & Gres Reverse "%
Reprotect is in progress.
Reprotect from On-Premises to Cloud Completed
Successfully
___;"rﬂ viphere - DRasd x\"rm Viware Cloud Director - X “fi[_'_,.! viphere - C4-08bedf2 - x \\_. -0 .
L C | & Secure | hitpsy//ved-01b.corplecal/tenant/tenant1 76154-b84f-495f-aac3-facTISAFE94 tal/out - tor a

HOL Admin Region A Region B

wm Mware Cloud Director

nanti@sites

v wApp SLA profie . C Beplcation state
® Incoming Replications w F a e/ 0 o

2 On-Premises

@ Outgoing Replications w
to Clowd
1o On-Prémises

B Repiication Tasks

1. As soon as Reprotect is successfully completed, Outgoing Replications to On-
Prem is empty now

2. Since the replication is now configured from On-Premises to Cloud, we will view
Incoming Replications from On-Prem
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View Incoming Replications from On-Prem

W (3 vSphers - DResS % [ Viware Cloud Director - V[ Vephare - CABERSIR T 3 L) | 2+ DN
‘- C | & Secure | hitpsy /ved-01b.corplocal/tenant/tenant a ¥ i

HOL Admin Region A Region B

wvm Whware Cloud Director

enant|ESites ] oy ALL ACTIONS ST —— FrTT—— m [ o i m

@ Incoming Replications L

fram Cloud

On-Premises

® Outgoing Replications [
to Clowd
to On-Premises

B Replication Tasks

1. Select Incoming Replications from On-Premises
2. Here you will notice VM core-A is replicated back from On-Premises to Cloud and

Replication type is Protection
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Verify replication status from On-Premises site

tj Sphere - vcsa-0lacorp X \'-‘fm VMware Cloud Director - X Vﬂl vSphere - C4-96badf21- x \\
(f C | @ Secure | https://vcsa-01a.corp.local/ui/#7extensionld=vsphere.core.inventory.serve

HOL Admin Region A Region B

vm vSphere Client

. - T A Hoame Natdlainl-
D "": .I [l = E Dcal AC OMS »
] vesa-01a corp lnca ~onfigure Fermissions Datacente
b De A Bl Hosts a
I Re A0 ’ (& VMs and Templa chines: ¥
B e 1a rage ;
B esx-02a 3 & Ne
D-Bag o r e = L anes
Syste B G entory List
o e _‘_ Policies and Profile
3 tenanti-photc & & De
{5 core-A j ¢|» Developer Cente
) RegionA01-MGMTO! ] alize Operations Value

DRaas
B Adm =
™ L e =
L -
|
_o-_—
& Tags & om Attribute

Lets look at On-Premises site and confirm the VM is reprotected from On-Premises back
to Cloud site.

1. Switch to tab vSphere On-Premises site
2. Expand Menu
3. Click on DRaas
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Verify replication status from On-Premises site

f@ ySphere - DRasS 5 V[ Vidvware Cloud Directer % V51 vSphare - Ca-0808301- % & | -0 =,
< C | & Secure | https//vesa-Dacorploeal /ui/#Textensionld =com.vmwzra hd.portalView a ¥ @

HOL Admin Region A Region B

red with SiteB

Local avadability sites
Jado
. vSphere-OnPrem
tting Started o Outgoing Replications

=

. Click in Outgoing Replications
2. Confirm VM core-A-xxxx is replicated back from On-Premises to Cloud and
Replication type is Protection

Congratulations!! You have successfully replicated a VM from On-Premises to Cloud, run
the recovery in Cloud, and now replicated and migrated the VM from Cloud back to On-
Premises and reprotected the VM from On-Premises back to Cloud.

Please close all tabs on the browser.
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Conclusion

In this module, we went over Site pairing from On-Premises to Cloud,
Failover Recovery workflows from On-Premises to Cloud using VMware
Cloud Director Availability

You've finished Module 2

Congratulations on completing Module 2.
Here are the other modules in this lab that may interest you:

e Module 1 - VMware Cloud Director Availability Overview and
Architecture (15 minutes) (Basic) This module will show an overview of the
architecture and deployment of VMware Cloud Director Availability 4.0

e Module 3 - Administrator-driven Cloud-to-Cloud DR with VMware Cloud
Director Availability (30 minutes) (Basic) This module will show how
administrators can use Cloud Director Availability for cloud-to-cloud DR
workflows.

e Module 4- Tenant-driven Cloud-to-Cloud DR with VMware Cloud Director
Availability(30 minutes) (Basic) This module will show Tenant Self-Service Cloud-
to-Cloud DR using VMware Cloud Director Availability.

How to End Lab

* HELP PRIVACY MY PROFILE LOG OUT [+ ]

. =2 o

TIME REMAIMING: 01:28:17 EXTEMD

To end your lab click on the END button.
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Introduction

In this article, you will learn how to -
* Pair Cloud to Cloud sites

* Administrator driven Replication and Recovery workflow between Cloud
Provider Sites
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Site Pairing and Failover Workflows
from Cloud to Cloud using vCloud
Availability

In this exercise, we will learn to -

* Configure Site Pairing from Cloud to Cloud and
* Configure Failover Workflows from Cloud to Cloud using VMware Cloud
Director Availability

Note that in the lab environment, we have already deployed and configured the
VMware Cloud Availability appliances for each site, but we have not configured
any site pairing yet.

Login to RegionA vCenter (On-Premise)

v
rre <\
wesa-01a.corp.local
HOL Admin Region & Regeon B
| () vesa-0la Web Client i
B vcD Sited - Provider

= VED Sited - Temant
Bl voos Sited - Admin
n VCDA Sited OnPrem Replicator

vMware® vSphere

9 administrator :'l!;l:':|:::

g LOGIN

1. Start the Chrome Browser from the desktop. Click on RegionA in the bookmarks
bar.
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2. Click on vcsa-01la Web Client. Verify the address as :
https://vcsa-0la.corp.local/

3. Enter Username: administrator@regiona.local

4. Enter Password: VMwarel!

5. Click on LOGIN

Open RegionB vCenter

_/ [']) vSphere - DRaaS Q'I MNew Tab » \H 5

X Q

HOL Admin Regu@ Region B
[ vesa-01b Web Client
ﬂ VLD SiteB - Provider | yc53-01b Web Client
m VCD SiteB - Tenant] https://vcsa-01b.corp.local/uif
B vCDA SiteB - Admin

. Open a new tab on the browser.

. Click on RegionB

. Click on vcsa-01b Web Client. Verify the address as :
https://vcsa-01lb.corp.local/

WN -
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Login to RegionB vCenter

_._s"i [ vSphere - DRaaS x Y (& Login X \~
C | @ httpsy//vesa-01b.corp.local/we
HOL Admin Region A Region B

VMware® vSphere

g administrator@corp.local .

se Windows session authentication

g LOGIN

1. Enter Username: administrator@corp.local
2. Enter Password: VMwarel!
3. Click on LOGIN
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Open SiteA VMware Cloud Director Provider

/ '] vSphere - DRaas x v[_‘_r| vSphere - vesa-01a.cory Qf New Tab x \\ X
X Q|

HOL Admrr@- Region A Region B
(7 vesa-01a Web Client
Bd VCD SiteA - Provider
B VCD SiteA - Tenant1
B vCDA Sitea - Admin
m VCDA SiteA OnPrem Replicator

VCD SiteA - Provider
https://ved-01a.corp.local/provider/

=

Open a new tab on the browser.

. Click on RegionA

3. Click on VCD SiteA - Provider . Verify the address as :
https://vcd-0l1a.corp.local/

N
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Login to SiteA VMware Cloud Director Provider

/ r ! [
J/ [ vSphere - DRaa$ x ¥ ['J vSphere - vcsa-Olacorp X \‘v’fm Welcome to VMware Clc X W%

C | @ Secure | https//ved-01a.corplocal/logir rvice
HOL Admin Region A Region B
Welcome to
B VMware Cloud
Director

1. Username: administrator
2. Password: VMwarel!
3. Click on SIGN IN
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Open SiteB VMware Cloud Director Provider

/ ‘] vSphere - DRaas X ¢ [J vSphere - vcsa-Olacorp X Vn VMware Cloud Director Qv New Tab x % %
X |al

HOL Admin Rege Region B

G' vesa-01b Web Client
B vCD Site - Provider

B VCDSite8 - Tenant!  [VCD SiteB - Provider
m VCDA Sitel - Admin | https://vcd-01b.corp.local/provider/

=

Open a new tab on the browser.

Click on RegionB

3. Click on VCD SiteB - Provider. Verify the address as :
https://vcd-01b.corp.local/

N
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Login to SiteB VMware Cloud Director Provider

'@ vSphere - DRaaS K‘@ vSphere - vesa-0lacorp. X“n VMware Cloud Director - x’ﬂ Welcome to VMware Cl !n

C | @ Secure https://ved-01b.corp.local/login/?service=provider&redirect To=%2Fproviderfa2F

HOL Admin Region A Region B

Welcome to

B VMware Cloud
Director

Use your user name to sign in

Q adrninistratod

@ SIGN IN

1. Username: administrator
2. Password: VMwarel!
3. Click on SIGN IN
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Open Tenantl-OVDC-B

vm VMware Cloud Director Resources

vSphers Resources

First, we need to expand the resources in Tenantl-OVDC-B.

1. Click Organization VDCs in the left-hand navigation bar
2. Click the Tenant1l-OVDC-B name in the main window

Note: if you already added resources in the previous module, you can skip
ahead to Open Availability menu at SiteA Provider
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Edit Allocation

vm

Cloud Resources

External Metworks
letwork P:
M Sizing Policies

VMware Cloud Director

Resources

vaphere Resources

Genera o
ey

Allocation o ~ Allocation Model

Storage Allocat Mode

Metwork Pool

Metadata

Resource Pools

VM Placement Policies

WM Sizing Policies

1. Click on Allocation
2. Click Edit
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Edit Allocation (cont'd.)

Edit Allocation p

Allocation Mode! T i =] Dhrenimer T

Elasticity » CPL

Include VM Memory

8

QOverhead REsErved
Use H H
CPU allocation o O SHz Memory
o —
Available
CPU limit 'y
Reserved B
ou jse

CPU resources guaranteed

vCPU speed 1 GHz

Memeory allocation 1024

Memory resources 20
anarantasd e

1. Change CPU Allocation to 3 GHz
2. Click Save

HOL-2182-01-HBD Page 119



HOL-2182-01-HBD

Open Availability menu at SiteA Provider

~
_/ﬂ vSphere - DRaa$ XVG‘ vSphere - vcsa-0la.cor Q m VMware Cloud Director - X vm VMware Cloud Director - % \\

& C | & Secure | https://ved-01a.corp.local/provider/cloud/organizations

HOL Admin Region A Region B

ym VMware Cloud Director Resources es Administration

vSphere Resources 2 Availability (SiteA)

Organizations

HEW MIGRATE TENANT STORAGE

Name ol state T Organization VDCs T Can Publish Catalogs

1
1

m
T

1. Switch to tab Site A Provider
2. Expand More and Click on Availability (Site A)
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Review Topology and System Health at vCD SiteA

/ ('] vSphere - DRaa5s

«>cC
HOL Admin

@ Secure | https

Region A

v VMware Cloud Director

Region B

ved-01a.corp.local/pre

Libraries

Administration

X VE—‘ vSphere - vesa-0dacorp. X vm VMware Cloud Director - X vm VMware Cloud Director - X '\L

@ SiteA

ﬂ Incoming Replications W
from Cloud
from On-Premises

® Outgoing Replications w
to Cloud
to On-Premises

El Replication Tasks

T Sites

& System Monitoring
£ Configuration

‘_g Policies

it SLA Profiles

Inco

ng

VMg

On-Premises VM replication status

System health

( ) Cloud Service
Online

Loockup Servic

Cnline

@, Cloud vApp/VM repli

Incoming vApps

0

=

Topology: There are no sites paired and no Replications

2. System health: Confirm there are green check marks and everything is healthy

and green

3. From the left panel, click Policies
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Add a new Replication Policy

/ﬂ vSphere - DRaaS x VG vSphere - vcsa-0dacorp. X Vm VMware Cloud Director - % vm VMware Cloud Director - X\

< C | @ Secure | https//ved-01a.corp.local/provider/plugins/Vk13YXJI/hd-be1edf90-6d76-44d9-9b25-3b3825d4d99d,/ port

HOL Admin Region A Region B

vm VMware Cloud Director
@ Sitea Q + NEW () SYNC WITH CLOUD

Hame T cutgeoing Incoming T | Maximum incoming
e Incar’ﬂng Replications " replications replications replications.
1 Dafault Palic Aafaly 1 Earhidda Earbiddern
:f—_——cloud :°_1 UL TNl Y WAL n_- W AN n. AR

from On-Premises

@ Outgoing Replications v
to Cloud
to On-Premises

B Replication Tasks

T Sites

@ System Monitoring
€ Configuration

(o Policies

Replication policies are sets of rules that define and control the replication attributes on
a VMware Cloud Director organization level. To control the replication settings allowed
for replications on a VMware Cloud Director organization level, the service providers can
create replication policies.

When configuring a protection or a migration, the New Replication wizard validates the
replication attributes of the policy that is assigned to the organization. Lets add a new
policy at SiteA Provider that will be validated while configuring replication.

1. Click on + NEW to add a new Policy
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Add a new Policy

New Policy

Policy name: * g Ti-Palicy s

& es per replication: (D) 24
; es per replication: 2
Q@ =raoet ttn
5 2 o 24 I
i
5m

CANCEL CREATE

Just brief overview for each parameter in this wizard-
-Enter a unique, case-sensitive name for the replication policy.

-Select whether to allow custom SLA settings per replication or only to allow SLA profiles
to set the SLA settings.

-Select whether to allow incoming and outgoing replications.

-If incoming replications are enabled, enter the maximum number of virtual machines
replications.

-If incoming replications are enabled, enter the maximum number of point-in-time
instances per replication.
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-If incoming replications are enabled, enter the maximum number of stored instances
per replication.

-Select whether to allow bandwidth throttling and if enabled enter the maximum
throughput per VMware Cloud Director Availability On-Premises Appliance.

-If incoming replications are enabled, set the minimum allowed RPO by using the
Recovery Point Objective (RPO)slider or by clicking the time ranges.

1. Enter Policy name: T1-PolicyA

2. Leave everything as default
3. Click on CREATE

Confirm the Policy is created

r \ 4 v N =
_{,r' [ viphene - DRaa% x\' ) viphere - vesa-llacorp X Vm Widware Cloud Director - % 4 [ ViMiware Cloud Directar - % L WA “—Il-
< C' | & Secure | https//ved-0lacorplocal/f gins/Vk13YXJ|/hd-bcledf 6-4409-9025 E A9 ta . a | i

HOL Admin Region & Region B

Whware Cloud Director

® Incoming Replications ~

from Cloud 5 Uk s, i o a

from On-Premises
9 [ T-Poicya (0 Orgs) & Alowed & Alowed Em L] T4 per replication 24 per repication Unirmited Yes
@ Outgeing Replications ~

to Cloud
to On-Premises
B Replication Tasks

&, Sites

@ System Monitaring b
€ Configuration

 Folicies

1. Confirm policy T1-PolicyA is created successfully
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Assign the Policy

wr _— - \ =
/[ viphere - DRaas ® ¥ [0 viphars - vees-Olacarp X \"u Vhiware Cloud Director - % % ﬂ VMuware Cloud Dirscter - % W4 H_Il-
L C' | @ Secure | httpsy/fved-Olacorplocal a | @

@ Incoming Replications
Cloud o & &
On-Pr ~
o © Hiowed L] m
@ Outgaing Replications o
Cloud
On-Pre

M POUCIES CRGAMTATIONS

1. Click on T1-PolicyA
2. Click on ASSIGN

Assign the Policy (contd..)
Assign Policy | Ti-Policya

Organization T Policy

Tenant! Default Policy

1. Check the checkbox Tenantl
2. Click on ASSIGN
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Confirm the Policy is assigned to Org

. - - . -
_f.a‘ [ viphere - DRas% <Y 1 vSphare - vess Olacerp. X T B WMuware Cloud Director % 1 G VMuware Cloud Dirscter - X | W El-1o .
< C' | @ Secure | httpsy/fved-Olacorplocal : gins/Vk13VX1/hd-beladf 76-44d9-9b25 82544499 ta G 1
HOL Admin Region A Region B

WiMware Cloud Director

§ Sitea

® Incoming Replications v

o Claud o =iEut & &

from Gin-Premises i §
@ [3 Ti-PoicyA (1 Org & Allowed @ Alowed Em -] 4 per repication 24 per replication Unimited Yes
® Outgoing Replications

to Cloud
to On-Pramises
B Replication Tasks

& Sites

@ System Monitoring
& Configuration

s Policies

1t SLA Profiles

& Dotastores

1. Confirm T1-PolicyA is now assigned to 1 Org

Switch to SiteB Cloud Provider tab

/ﬂ vSphere - DRaaS X VG‘ vSphere - vesa-0da.cory KVH VMware Cloud Director .H Vhware Cloud Director - X W& % nl;ll-
& = C | & Secure | https://ved-01b.corp.local/provider nization / Q ¥
HOL Admin Region A Region B

vm VMware Cloud Director Resources

Cloud Resources vSphere Resources

1. Switch to tab SiteB Provider
2. Expand More
3. Click on Availability (SiteB)
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Verify/Create Replication Policy for SiteB

vm ‘VMware Cloud Director R CES Administration

@ sSiteB NEW £ SYNC WITH CLOUD
S — - Outgeing Incoming Minirmum
. . F cations | (Faljl PC
& Incoming Replications v B rephcations RPO
from Cloud -

'.:Iﬂ‘l

& &

from On-Premises
& Allowes & Allowed

ol

@ Outgoing Replications b
to Cloud
to On-Premises

B Replication Tasks

&, Sites

& System Monitoring
£ Configuration
L& Policies

fit SLA Profiles

If you went through Module 2 before this module, you should already have a replication
policy created and assigned. You can go to the next page.

If you do NOT already have a replication policy created and assigned, please use the
steps you just completed for SiteA to create and assign a replication policy for SiteB.
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Copy Public APl Endpoint from SiteA Cloud Provider

Before we pair the 2 sites, we need the Public APl Endpoint from SiteA

1. Switch to SiteA Cloud Provider tab
2. From left hand panel, click on Sites
3. Copy Public APl Endpoint: https://vcda-0l1la.corp.local:8048/

Configure New Pairing between Cloud Provider Sites

1. Switch back to SiteB Cloud Provider
2. Click on Sites
3. Click on NEW PAIRING
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Enter New Pairing details

New Pairing

Enter name, description and connection details for the cloud site

Site name @ - o Sited

Service Endpoint @ * e https:/veda-Dla.corp.local:B048A

Description

s

1. Enter Site name : SiteA
2. Service Endpoint - Paste the Public APl Endpoint url we copied from Site A cloud

provider: https://vcda-0la.corp.local:8048/

3. Click on PAIR

Note: the Site Name is case sensitive and must match the site name at the
site being paired.
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Accept the Server Certificate

M Do you trust the server certificate?
Certificate

Issued To

Issued By

| REJECT | ACCEPT ]

1. Click on ACCEPT to accept the SSL certificate from the paired site and you
should be able to successfully pair the sites

Additional Action is Required to Complete the Pairing
Between 2 Cloud Provider Sites

Additional actions required

the Cloud Service at SiteA to complete the pairing operation

Ex

To complete the pairing between 2 cloud provider sites, additional action is
required. Click on OK
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Copy Public APl Endpoint from SiteB Cloud Provider

7 v W v Y =
/) viphere - DRaas % Y [] vphere -vesa-Oiacory % 1 [ Vhware Cloud Director - 3 1[G Viiware Cloud Directer % Wy '\ Ell-1° =l
<« C' | & Secure | httpsyfved-D1b.corp.local/p I Vi1 3Y0IhA-2d 1761 54- bBAF-495F facT 390594 tal/sett G 1

HOL Admin Region A Region B

wim VMware Cloud Director

© Incoming Replications v
from Cloud

® Outgeing Replications w Service Endpoint address = " : 48 5 “

to Cloud
to On-Premises
B Replication Tasks

P Sites

ttings
© Configuration

ation sef
& Policies
fif SLA Profiles

Before we complete pairing the 2 cloud sites, we need the Public APl Endpoint from
SiteB as well

1. Click on Configuration from left-hand navigation bar
2. Copy the Service Endpoint address using the icon
https://vcda-01b.corp.local:h8048/

Switch to SiteA Cloud Provider

- w o w y =
/() viphere - DRasS x V3 vSphert-v:sa-U'lacurpy VMwere Cloud Director % 1 [G] Vihiware Cloud Directer 3 1)\ =10 .

€ C | & Secure | httpsy//ved-01a.corp.local

HOL Admin Ragi Region B

VMware Cloud Director

@ Incoming Replications w

rom Cloud
™ On-Premises
@ Outgoeing Replications -
to Cloud

to On-Premises

2, Sites

1. Switch to tab SiteA Cloud Provider.
2. Click on Sites
3. Click on NEW PAIRING
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Enter New Pairing details

New Pairing

Enter name, description and connection details for the cloud site

Site name i - g SiteB
Service Endpoint € * g hitps#fveda-0lb.corplocal:B04E

Description

P

1. Enter Site name : SiteB
2. Service Endpoint - Paste the Public API Endpoint url we copied from Site B cloud

provider: https://vcda-01b.corp.local:8048/

3. Click on PAIR

Note: the Site Name is case sensitive and must match the site name at the
site being paired.
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Accept the Server Certificate

& Do you trust the server certificate?

Certificate

Issued To
ssued By
E

ingerprints

[V

1. Click on ACCEPT to accept the SSL certificate from the paired site and you
should be able to successfully pair the sites

Login to SiteB to complete the pairing

y w w r L
_‘_,.-' 7 vSphere - DRaas x ¥ ] vSphere - vesa-Olacorp. X ¥ m Wiklware Cloud Director - X ¥ = VMware Cloud Director - X “\__"- \

« C | & Secure | httpsy//ved-01a.corplocal

HOL Adinin Region A Regsan B

vm VMware Cloud Director

9 siten Cloud sites MEW PAIRING ¥ REDAIR ¥ Losin DELETE
- rite Mansgement Se T emiing
@ Incoming Replications o
Sited (Local site ttps.fecda-Olacorplocal:BOLES (3 -] -] 9
m Cloud
On-Premises 0 Osied |PHesed X hitps:ffwcda-0lo.corp locat 8048 3 Login required ] 0
L &
@ Outgoing Replications e
to Cloud

to On-Premises
E Replication Tasks

Sites
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Once the pairing is completed, a login button appears allowing us to authenticate as our
vCloud Director provider admin user (administrator@system) to the 2nd site. After
successful authentication the 2 cloud provider sites should be paired and ready to run
failover workflows.

1. Select SiteB
2. Click on LOGIN

Enter Login Credentials for SiteB

LogIn | siteB

Provide credentials to manage replications on SiteB

.User"a'ﬁe administrator@system
°Pagsw¢rd ........

CANCEL | LOGIN

1. Enter Username: administrator@system
2. Enter Password: VMwarel!
3. Click LOGIN

Confirm on vCD SiteA that the Pairing is complete

y Y ¥ w o =

/ [2] vSphere - DRaaS ® \/ﬂ viphere - vesa-Dlacorp. X \"(u VMuware Cloud Director - X 1 [ VMware Cloud Director X \'-\ \ El-1c N

< C i Secure | httpsy//ved-01acorplocal er/plugins/Vik13YX|/h4-bc 1e4190-6d76-4409-9b25-3b3825d4d99 tal/sit @ o fr I
HOLAdmin || RegionA [ RegionB

vm VMware Cloud Director

@ Incoming Replication: v

from Clouwd ooals

fraim On-P o = & tips:fveda-0i.conplacal s -3 © o -
@ Outgeing Repi

to Cloud

Confirm that the pairing to SiteB is Green and Healthy
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Verify the Pairing at vCD SiteB

¥ w w y 1
_."-: Q viphere - DRaas *® ¥ ﬂ viphere - wesa-0lacorp. X Y u Vidware Cloud Directar - % ""fﬂ Vidware Cloud Director - X \'-\}. h
i C | & Secure | hitps//ved-01b.corplocal/provider k13YHIhd ol 1 /‘
HOL Admin Region A Region B .\,;

vm ‘VMware Cloud Director

& SiteB Cloud sites MEW BARING ¥ pERA
L] I M. & e
@ Incoming Replications 2
5 48/ [# ]
from Cloud
Q@ si=a hitpsfveda-0laconp locabB048 3 Login required

from On-Premises
® Outgoing Replications £

to Cloud

to On-Premises

B Replication Tasks

8 System Monitoring
& Configuration
On-Premises sites

Before we confirm the pairing between the sites, we need to login to SiteA

Switch to tab SiteB Cloud Provider
Select Sites in the left-hand navigation bar
Select the Cloud site SiteA

Click on LOGIN

P wn =

Enter Login Credentials for SiteA

LC}Q N Sited

aticns on SiteA

Password =000 ssssssss

g Username administrator@system

CANCEL

1. Enter Username: administrator@system
2. Enter Password: VMwarel!
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3. Click on LOGIN

Confirm the Pairing from SiteB to SiteA is successful

r s 4 w w y
/[ viphere - DRaaS % ¥ ] vSphers - veea-Olacorp. X \r’n Vhiware Cloud Directar - 3 ¥ B YMware Cloud Directar - x ')

W E- o .
L C | & Secure | hitps//ved-01b.corplocal/p I s\Vk13YX 1-2d1761 54-bBd{-455¢ facT39dfE9de,/ port

HOL Admin Region A

Region B

wm Mware Cloud Director

§ SiteB
"
® Incoming Replications v
[
frem Cloud
9 Siea hitgs.fvcda-0a.corplocal 80487 3 L]
™ On-Premises
® Outgoing Replications w
to Cloud

to On-Premises
B Replication Tasks

2, Gites

Confirm that the pairing to SiteA is Green and Healthy

System Monitoring at SiteB Cloud Provider

r w v Y
/[ viphere - vesa-0iacarp x\' (] viphere - tananti-phot. X | B VMware Cloud Director - X F [B Vidiware Cloud Director - % Y

N\ B-1o .
L = C | & Secure | hitpsy//ved-01b.corplecal/p I Vk13¥X 1-2d1761 54-bBd{-455¢ facT 4

HOL Admin Region A Region B

wm Vhware Cloud Director

Cloud sites

gong
" ' th . 18048/ [3 -] L
rom Cloud
(] te ps:Aiveda-01a corp local BO4E/ ] ]
from On-Premises
@ Outgoing Replications w
to Cloud

to On-Premises

B Replication Tasks

1. Click on System Monitoring
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View Local and Remote Replicators at Cloud SiteB

r 4 1 s = -
_.-": 0 vSphere - vesa-Olacorp. X Vv G wSphere - tenant1-photc X \fﬂ VMware Cloud Director - X ¥ = VMware Cloud Directar x\‘ u—

< C | & Secure | httpsy//ved-01b.corp.local/provider jins/Vk13YX 1-2d176154-b84f-495f-aa a 1694/} Q ov 7| i

HOL Admin Region A Region B

Scroll down to the bottom of the page to view Local and Remote Replicator details.

1. Here, you should see that both the Local (to the site you are logged into) and
Remote Replicators are shown and connected

2. The odd Address shown for the Remote replicator (boxed in red above) is correct
since this is an internal address used to reach the remote replicator appliance via
the Tunnel.
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System Monitoring at Cloud SiteA

,f/ [ vSphere - vesa-Olacorp X V[j vSphere - tenant1-phot ,m VMware Cloud Director | X Vn VMware Cloud Director - X \\ X

“ C | & Secure | https://ved-01a.corp.local/provigdt/plugins/Vk13YXJI/hd-bc1e4f90-6d76-44d9-9b25-3b3825d4d99d/portal

HOL Admin Region A Region B

vm VMware Cloud Director

@siteA 000 Cloudsites | Oweweammne [ aeram  [Biosour @ oeiete
------ egem @ -
@ Incoming R bt
. @ -]
© st hittps.#'veda-0tb.corp local 8048 [3 & S ~
$o R w

Similar to Cloud SiteB, we will now review the local and remote replicators configured at
Cloud SiteA

1. Switch back to tab SiteA Cloud Provider
2. Click on System Monitoring
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View Local and Remote Replicators at Cloud SiteA

T w w
/[ vSphere - vesa-Dlacors % ¥ [ wphere - tenant]-photc X ¥ B vMuware Cloud Director | X vﬂ VMware Cloud Directar - % W,

L C | & Secure | hitpsy/ved-01a.corp.local

HOL Admin Region A Region B

B @ = @ =

BoC ! C §

g = = g F
3

BEEIUCEE

Scroll down to the bottom to the bottom of the page to view Local and Remote
Replicator Services details.

1. Here, you should see that both the Local (to the site you are logged in to) and
Remote Replicators are shown and connected

2. The odd Address shown for the Remote replicator (boxed in red above) is correct
this is an internal address used to reach the remote replicator appliance via the
Tunnel.
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Configure Replication from Cloud to Cloud

/ ['; vSphere - DRaasS b4 VG vSphere - vesa-0lacorp. X Vm VMware Cloud Directar - X Vn VMware Cloud Directar X \\_E

— C | @ Secure | https:;//ved-01a.corp.local/provider/plugins/Vk13YXJI/hd-bc1e4f90-6d76-44d9-9b25-3b3825d4d99d/ portal/outgoing-replicat

HOL Admin Region A Region B

vm VMware Cloud Director

O SiteA © w ALL ACTIONS v Ul ToPOLOGY

INSTAMCES RESOURCES

M T vApR sLA profile T RPO Replication state T Recovery stat

@ Incoming Replications ~
from Cloud

from On-Premises

Outgoing Replications e

o

to On-Premises

Cloud

B Replication Tasks

%\ Sites

We will now configure replication from Cloud Provider SiteA to Cloud Provider SiteB

1. Scroll to the top of the page. From left panel, Click on Outgoing Replications to

Cloud
2. Click on icon for New Protection

New Outgoing Replication - Cloud vApps and VMs

New Outgoing Replication Cloud vApps and VMs

1 Cloud vApps and VMs Destination Site [ SITEB ] Source organization TENANT! EXPAND ALL ] [ MORE
P Memor VD
Bl Ten
1 Tenan

™:= CLEAR SELECTED tems per page 20 1-10f 1 results
CANCEL NEXT
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1. Check the checkbox for VM tenantl-photon-0la
2. Click on NEXT

New Outgoing Replication - Destination VDC and Storage
policy

New Qutgoing Replication Destination VDC and Storage policy

| 1 Cloud vApDs and VMs Select a virtual data center from SiteB to be used as replication target: REFRESH
_ ; : Mame T used CPU Used memory Uzed storage L Qucta
2 Destination VDT and Storage policy B
0 B Tenann-ovD oM 256.00 MB 1.29 GB " 100
]
e e o emen e re L
0 vy 129 GB 10.00 GB

1. Review the defaults and Click on NEXT
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New Outgoing Replication - Configure Settings

New Outgoing Replication  Settings

3 Settings

24k

" g
" !
G 1
m " 1
8 E]
T
p=
o

q A
]

=]
mo
]

v

g g
g

[: [ 4]

o

n

T

o N
CAMCEL NEXT

Here's brief overview of the parameters -

SLA Profile - The premise of a SLA Profile is to provide a grouping of target settings
when protecting a workload. This minimizes the amount of time spent configuring for
protection. Think of this as a logical grouping construct which is a single selection to
protect a workload. One does not need to think about what settings to configure. A SLA
Profile consists of the following:

Target Recovery Point Objective (target being the key word here)
Retention Policy for Point in Time Instances

Ability to Quiesce or Compress Replication Traffic

Time select of the synchronization.

BwN e

Just select SLA profile, and done. You can either use default or custom created SLA
profile. SLA profiles are optional and only pertain to protections. They are not utilized for
migrations at this time.

Target recovery point objective (RPO) -The RPO is the longest tolerable timeframe
of data loss. For example, with one hour RPO the recovered virtual machine can have no
more than one hour of data lost. Shorter RPO intervals, ensure less data loss during
recovery, at the expense of consuming more network bandwidth to keep the replica up
to date.
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Retention Policy- Maximum number of retained snapshots per single virtual machine
replication within an organization.

Delay start synchronization

* To schedule the start of the replication, select this option and enter the local date
and time to start the replication.
* To start the replication when the wizard finishes, leave this option deselected.

Exclude disks - To exclude some hard disks of the virtual machines from replicating to
the destination site, select this option.

Configure Seed VMs -For each new replication that you configure, an initial full
synchronization operation is performed. During this operation, vCloud Availability copies
the whole data from the source vApp or VM to a datastore in the target site. Due to the
size of the vApp or VM or to the network bandwidth, an initial full synchronization might
take a long time.

To reduce the initial synchronization time, you copy the source vApp or VM to the target
site by using removable media, failover of a previous replication, or other means of data
transfer. Then, in the target site, configure a replication that uses the vApp or VM copy
as a replication seed.

When a replication uses a seed vApp or VM, vCloud Availability does not copy the whole
source VApp or VM data to the target site. Instead, vCloud Availability copies only the
different data blocks between the source vApp or VM and the seed and reuses the seed
data in the target site as a basis for replication.

We do not have Seed VM available at the target site for this exercise

1. Leave everything as Default and Click Next
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Ready to Complete the Replication

New Outgoing Replication Ready To Complete

Verity the selected settings before proceeding:
VMs

Source site

Source WD

Destination organization

4 Ready To Complete Destination VDT
Storage policy Any
Target RPO 24n
Compression Enabiled
Cgiescing Disabled

Retention

Sync time

1. Review the replication details and click on FINISH

Replication in Progress

/[ viphers - DRaa% x ¥ 7] viphere - vesa-Olacarp. X \r’ﬂ \iMusare Cloud Directar - % ¥ (B WMware Cloud Directer | % H—Il-

“« C | @ Secure | httpsy ved-01b.corplocal/p ar/p s/VE13YX 1-2d1 4-bB41-495F-aac3-facT 39dfE94e,/ port g-replicat a tr

HOL Admin Region A Region B

vm WMware Cloud Director

@ Incoming Replications e

Cloud

from On-Premises
® Outgaing Replications

te Cloud

Review the replication details, it is in progress
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Replication is Completed

- w v 3
)/ ) vSphere - DRasS x ¥ [ vphere - vess-Olacarp. X 1 [ Vhware Cloud Directar - % ¥ [ VMware Cloud Dirsctac| % W

3. Lo
-
<« C | @ Secure | httpsy ved-01a.corp.local | e gins/ Vi1 3YX)I/hd-boledf 76-4409-902 5 82504499 tal/outgain d a ov fr
HOL Admin Region A Region B

wm VMware Cloud Director

5 On-Premises
90

o On-Premises
B Replication Tasks

Sites

Verify the Replication status, it may take few minutes to complete. Review the details
and Confirm:

1. Replication state is Healthy

2. Replication type is Protected
3. Overall health is Green

Note: In case you see Unexpected vCloud Director error during replication, please retry.

Due to the nested environment in Hands On Lab, sometimes the error is seen, in real
world it should work seamlessly.

Run Failover in Cloud

i r L / \
_.-f [A vSphere - DRaas ® Y [} vSphere - vesa-0lacorp X Vﬂ VMware Cloud Director -~ % 1 B2 VMware Cloud Director X \\

-1
< C | @& Secure | httpsy//ved-01a.corp.local/provider ns/Vk13YXIfhd-beledf 5-3b3825d4 ], tal/outgoing-replications L Q ov 1y
HOL Admin Region A Region B

wm WMware Cloud Director

@ Sitea [ ] ALL ACTIONS TOPOLOBY NSTANCES | RESOURCES m :m SAPE
@ Incoming Replications . g w vapp SLA profie [ Reglication §iate Recovery state meplication type wverall health Last changed

rom Cloud .ﬂ & tenantl-photon-0a (% @R tenatl-phot. e NAA @ 24n @ Heanny Not started & Protection [ 1= 7201236 PM

trom On-Premises

@ Outgoing Replications
Cloud

to On-Premises

Now that the VM is successfully replicated in Cloud, we will run Failover workflow such
that VM will now run in Cloud SiteB

1. Check the checkbox for VM tenantl-photon-0la
2. Click on icon FAILOVER
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Failover in Cloud - Recovery Settings

Failover Recovery S

m

ttings

Select configuration for the recovered VMs
1 Recovery Settings

Apply preconfigured network settings on failowe
.ﬂ Comnect all VMS 1o network
Tenanti-0WCD-B-TestMet

Tenant-O0VDC-B-0Orghet-Fid

CANCEL

For the cloud to cloud replications, VMware Cloud Director Availability replicates all the
types of source vApp networks in the target cloud site: Isolated, bridged (direct) and
fenced (NAT-routed) networks. VMware Cloud Director Availability replicates the source
networks settings like: IP pools, NAT routes, firewall rules, and DNS settings, in the
target site. In this screen, we select the network settings for the recovered VM in the
target site.

Brief overview of the parameters on this page

Consolidate VM disks - Enable for a better performance of the recovered virtual
machines at the expense of the failover task taking longer to complete.

Power on recovered vApps - Select to power on the virtual machines on the
destination site after the task completes.

Network settings

-Apply preconfigured network settings on failover will assign the network that was
configured during the virtual machine replication.

-Connect all VMs to network will allow you to select the target network on the fly during
the failover
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1. Click the radio button for Connect all VMs to network and select
Tenantl-OVDC-B-OrgNet-Rtd from the dropdown menu.
2. Click on NEXT

Failover - Recovery Instance

M
=
o
@

Recovery Instance

Select recovery point in time

2 Recovery Instance

tenanti-photon-01a .

&

1. Select the latest available Instance and click on NEXT
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Ready to Complete the Failover Settings

Failover Ready To Complete

Verify the selected settings before procesding

~ Recovered VMs & tenanti-photon-0la
Recovery site SiteB
3 Ready To Complete Recovery network reconfigured network settings
Synchronize VM changes Manually selected instance
Power on recovered VMs Enabled
Consolidate VM disks Disabled

cance | sack m

1. Review the Failover Settings and Click on FINISH

Failover to Cloud SiteB is in Progress

y v v o
Jf [7 vSphere - DRaas x Y [} viphere - vcsa-0lacorp X Vﬂ VMware Cloud Director - % . ﬂ VMware Cloud Director - % \\\ u—
“« C | @& Secure | httpsy//ved-01a.corplocal/provider/ r 13VXI/hd-beledf {76-4449 5-3b3825d4d99d ta tgoing-replical Q o iy

HOL Admin Region A Region B

wm WMware Cloud Director

@ Sitea < 3 (5] ;rm, " .m
@ Incoming Replications w o ast changa
Siain Clona B Stenaotiphoton-0la (& 6 tenantl-phot. e NA & 24h & Protection ® Green Failover 0%
On-Premises
@ Outgoing Replications v
Cloud

1. In the Detailed Status, you will notice Failover in Progress.
2. Recovery State is updated to Fail-Over
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Failover completed successfully

X " =
_l,.’"'rﬂ vSphere - DRaas x ‘/ﬂ viphere - vesa-0lacorp. X ) B VMware Cloud Director X vn VMware Cloud Director - X \"\ m

“ C @ Secure | hitps//ved-0lacorplocal | igins/Vi1 4-bc1e4fI0-6d76-44d9-9) 3b3825d4 i/portal/out plicat i a | :
HOL Admin Region A Region B

This process will take a couple of minutes. Please be patient.

1. Replication State is Healthy
2. Recovery State shows Failed-Over.
3. Overall health is Green

Note: In case you see Unexpected vCloud Director error during failover, please retry.

Due to the nested environment in Hands On Lab, sometimes the error is seen, in real
world it should work seamlessly.

Verify Failover is successful at Cloud Provider SiteB

y : - o
j"'f [ vSphere - vesa-Olacarp. X Y [ vSphere - tenantl-phet: X vu Whware Claud Directer .} VMware Cloud Directar - X \\_\, R

<« C | @ Secure | httpsy//ved-01b.corp.ocal/r

Q ov g7 &

HOL Admin gion A Regian B

Lets confirm that Failover is completed successfully from Cloud Provider Site B

Switch to Site B Cloud Provider

Click on Incoming Replications from Cloud
Replication State is Healthy

Recovery State shows Failed-Over.

Overall health is Green

Uk WNPR

Note: In case you see Unexpected vCloud Director error during failover, please retry.
Due to the nested environment in Hands On Lab, sometimes the error is seen, in real
world it should work seamlessly.
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Verify Failed-Over VM is now

running in SiteB

- . :
/ﬂ vSphere - vcsa-0la.corp Q ['H vSphere - tenant1-photc X Vn VMware Cloud Director Kvm VMware Cloud Director - 3 \%

< C

HOL Admin

@ Secure | https

Region A Region B

vm vSphere Client

vesa-01b.corp.local/ui/#7extension

G | E
&)

vcsa-0Ola.corp.loca
:E :':'E onAD

7 vcsa-Olb.corp.loca
[Eh RegionBO

sx-02b.corp.local

VCD-RegionBO1

.} System vDC (0d278cdb-2630-4ade-b26d-..

Tenantl-OVDC-B (70b342b5-a80d-4091-b_..

i

[l

4-162f0922-607c-4bd5-aefe-bcfad7i8..

B Ep

photon-base-fMjP

o [» tenantl-photon-Ola-hmhB
(5 tenanti-photon-O1b-HCY

(51 core-B

[l RegionBO1-MGMTC

[{ esx-03b.corploca

[{ esx-04b.corploca

s edge-0lb

(5 vcda-0Olb

Switch back to tab vCenter SiteB
On the left panel expand RegionB0O1
Expand RegionB01-COMPO1
Expand vCD-RegionB0O1

Expand Tenantl-OVDC-B

SoutkwnH=

Congratulations!! You completed the Pairing
Provider Sites.
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(3 tenantl-photon-0la-hmhB

summary

Launch Web Console

Monitor Configure Permissions

Datastore
Guest OS5 Other 3.x Linux (64-bit)
Compatibility: ESXi 6.5 and later (VM wve|

VMware Tools: Running, version:10282 (G
More info
DMNS Name

IP Addresses

photon-base
192.168.145.101

View all 2 IP addresses

esx-0Olb.corp.local

Host:

Launch Remote Console

Ay A newer version of VMware Tools is available for this virtual mach

VM Hardware

CPU 1 CPU(s)
Memory |:| 0.25 GB, 0.19 GB memory active
Hard disk 1 512 MB

Metwork adapter 1

Verify VM tenantl-photon-0la-xxxx is now powered on in SiteB inventory

and Recovery Workflows between the Cloud
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Conclusion

In this module, we covered Site pairing, Replication and Failover
workflows from Cloud to Cloud using VMware Cloud Director Availability

You've finished Module 3

Congratulations on completing Module 3!!
Here are links to other modules in the lab you may be interested in:

* Module 1 - VMware Cloud Director Availability Overview and
Architecture (15 minutes) (Basic) This module will show an overview of the
architecture and deployment of VMware Cloud Director Availability 4.0

* Module 2 - On-Prem DR and Migration to Cloud with VMware Cloud
Director Availability (45 Minutes) (Basic) This module will walk through the
steps to pair On-Premises site with Cloud and how to use VMware Cloud Director
Availability for disaster recovery and migration from on-prem to cloud.

* Module 4- Tenant-driven Cloud-to-Cloud DR with VMware Cloud Director
Availability(30 minutes) (Basic) This module will show Tenant Self-Service Cloud-
to-Cloud DR using VMware Cloud Director Availability.

How to End Lab

* HELP PRIVACY MY PROFILE LOoGoOUT @

. =2 o

TIME REMAIMING: 01:28:17 EXTEMD

To end your lab click on the END button.
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Cloud-to-Cloud DR with
VMware Cloud Director
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Introduction

In this article, you will learn how to -
* Pair Cloud to Cloud sites

* Tenant driven Replication and Recovery workflow between Cloud Provider
Sites
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Tenant Self Service Site Pairing and
Failover Workflows from Cloud to Cloud
using vCloud Availability

In this exercise, we will learn the following workflows -

* Configure Site Pairing from Cloud to Cloud and
* Configure Tenant driven Failover Workflows from Cloud to Cloud using
VMware Cloud Director Availability

Note that in the lab environment, we have already deployed and configured the
VMware Cloud Availability appliances for each site, but we have not configured
any site pairing yet.

Login to RegionA vCenter (On-Premise)

/New Tab X \D
X

HOL :!Lg Region A Region B
G vesa-01a Web Client

vesa-01a Web Client
https://fvesa-01a.corp.local/ui/

B vCDA Sites - Admin
B VCDA SiteA OnPrem Replicator

Even though this module is meant to show VMware Cloud Director Availability Tenant
Self Service for Cloud-to-Cloud, there are certain things that need to be done by an
Administrator, like pairing sites and creating profiles, before the Tenant can use VCDA.

If you went through Module 3 before this module, and completed the site pairing
between the two cloud sites, you can skip to the step Open New Browser to Login as
Tenant

Otherwise Please proceed.

1. Start the Chrome Browser from the desktop. Click on RegionA.
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2. Click on vcsa-01la Web Client . Verify the address as :
https://vcsa-0la.corp.local/

Login to RegionA vCenter (On-Premise)

Vo O
C | @ nttps://vesa-01a.corp.local/websso/SAML2/SSO/regiona.local?’SAMLRequest=zVRdb9owFH3frdj8n;
HOL Admin Region A Region B

VMware® vSphere

administrator@corp.local

[ ] Use Windows session authentication

g LOGIN

1. Enter Username: administrator@corp.local
2. Enter Password: VMwarel!
3. Click on LOGIN
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Open RegionB vCenter

/ ('] vSphere - DRaas Q’r MNew Tab b \'\ X
X | Q

HOL Admin Regi r.e Region B
[ vesa-01b Web Client

E VLD SiteB - Provider | yeca-01b Web Client
m VCD SiteB - Tenantl https://vcsa-01b.corp.local/uif
B vCDA SiteB - Admin

. Open a new tab on the browser.

. Click on RegionB

. Click on vcsa-01b Web Client. Verify the address as :
https://vcsa-01b.corp.local/

WN -
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Login to RegionB vCenter

_._s"i [ vSphere - DRaaS x Y (& Login X \~
C | @ httpsy//vesa-01b.corp.local/we
HOL Admin Region A Region B

VMware® vSphere

g administrator@corp.local .

se Windows session authentication

g LOGIN

1. Enter Username: administrator@corp.local
2. Enter Password: VMwarel!
3. Click on LOGIN
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Open SiteA VMware Cloud Director Provider

/ '] vSphere - DRaas x v[_‘_r| vSphere - vesa-01a.cory Qf New Tab x \\ X
X Q|

HOL Admrr@- Region A Region B
(7 vesa-01a Web Client
Bd VCD SiteA - Provider
B VCD SiteA - Tenant1
B vCDA Sitea - Admin
m VCDA SiteA OnPrem Replicator

VCD SiteA - Provider
https://ved-01a.corp.local/provider/

=

Open a new tab on the browser.

. Click on RegionA

3. Click on VCD SiteA - Provider . Verify the address as :
https://vcd-0l1a.corp.local/

N
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Login to SiteA VMware Cloud Director Provider

/ r ! [
J/ [ vSphere - DRaa$ x ¥ ['J vSphere - vcsa-Olacorp X \‘v’fm Welcome to VMware Clc X W%

C | @ Secure | https//ved-01a.corplocal/logir rvice
HOL Admin Region A Region B
Welcome to
B VMware Cloud
Director

1. Username: administrator
2. Password: VMwarel!
3. Click on SIGN IN
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Open SiteB VMware Cloud Director Provider

/ ‘] vSphere - DRaas X ¢ [J vSphere - vcsa-Olacorp X Vn VMware Cloud Director Qv New Tab x % %
X |al

HOL Admin Rege Region B

G' vesa-01b Web Client
B vCD Site - Provider

B VCDSite8 - Tenant!  [VCD SiteB - Provider
m VCDA Sitel - Admin | https://vcd-01b.corp.local/provider/

=

Open a new tab on the browser.

Click on RegionB

3. Click on VCD SiteB - Provider. Verify the address as :
https://vcd-01b.corp.local/

N
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Login to SiteB VMware Cloud Director Provider

'@ vSphere - DRaaS K‘@ vSphere - vesa-0lacorp. X“n VMware Cloud Director - x’ﬂ Welcome to VMware Cl !n

C | @ Secure https://ved-01b.corp.local/login/?service=provider&redirect To=%2Fproviderfa2F

HOL Admin Region A Region B

Welcome to

B VMware Cloud
Director

Use your user name to sign in

Q adrninistratod

@ SIGN IN

1. Username: administrator
2. Password: VMwarel!
3. Click on SIGN IN
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Open Availability menu at SiteA Provider

~
_/ﬂ vSphere - DRaa$ XVG‘ vSphere - vcsa-0la.cor Q m VMware Cloud Director - X vm VMware Cloud Director - % \\

(_

C | & Secure | https://ved-01a.corp.local/provider/cloud/organizations

HOL Admin Region A Region B

ym VMware Cloud Director Resources es Administration

vSphere Resources 2 Availability (SiteA)

Organizations
NEW MIGRATE TENANT STORAGE

Name ol state T Organization VDCs

WN -

Switch to tab Site A Provider
Expand More
Click on Availability (Site A)
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Review Topology and System Health at vCD SiteB

/ ('] vSphere - DRaa5s

«>cC
HOL Admin

@ Secure | https

Region A

v VMware Cloud Director

Region B

ved-01a.corp.local/pre

Libraries

Administration

X VE—‘ vSphere - vesa-0dacorp. X vm VMware Cloud Director - X vm VMware Cloud Director - X '\L

@ SiteA

ﬂ Incoming Replications W
from Cloud
from On-Premises

® Outgoing Replications w
to Cloud
to On-Premises

El Replication Tasks

T Sites

& System Monitoring
£ Configuration

‘_g Policies

it SLA Profiles

Inco

ng

VMg

On-Premises VM replication status

System health

( ) Cloud Service
Online

Loockup Servic

Cnline

@, Cloud vApp/VM repli

Incoming vApps

0

=

Topology: There are no sites paired and no Replications

2. System health: Confirm there are green check marks and everything is healthy

and green

3. From the left panel, click Policies
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Add a new Replication Policy

/ﬂ vSphere - DRaaS x VG vSphere - vcsa-0dacorp. X Vm VMware Cloud Director - % vm VMware Cloud Director - X\

< C | @ Secure | https//ved-01a.corp.local/provider/plugins/Vk13YXJI/hd-be1edf90-6d76-44d9-9b25-3b3825d4d99d,/ port

HOL Admin Region A Region B

vm VMware Cloud Director
@ Sitea Q + NEW () SYNC WITH CLOUD

Hame T cutgeoing Incoming T | Maximum incoming
e Incar’ﬂng Replications " replications replications replications.
1 Dafault Palic Aafaly 1 Earhidda Earbiddern
:f—_——cloud :°_1 UL TNl Y WAL n_- W AN n. AR

from On-Premises

@ Outgoing Replications v
to Cloud
to On-Premises

B Replication Tasks

T Sites

@ System Monitoring
€ Configuration

(o Policies

Replication policies are sets of rules that define and control the replication attributes on
a VMware Cloud Director organization level. To control the replication settings allowed
for replications on a VMware Cloud Director organization level, the service providers can
create replication policies.

When configuring a protection or a migration, the New Replication wizard validates the
replication attributes of the policy that is assigned to the organization. Lets add a new
policy at SiteA Provider that will be validated while configuring replication.

1. Click on + NEW to add a new Policy
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Add a new Policy

New Policy

Policy name: * g Ti-Palicy s

& es per replication: (D) 24
; es per replication: 2
Q@ =raoet ttn
5 2 o 24 I
i
5m

CANCEL CREATE

A brief overview for each parameter in this wizard-
-Enter a unique, case-sensitive name for the replication policy.

-Select whether to allow custom SLA settings per replication or only to allow SLA profiles
to set the SLA settings.

-Select whether to allow incoming and outgoing replications.

-If incoming replications are enabled, enter the maximum number of virtual machines
replications.

-If incoming replications are enabled, enter the maximum number of point-in-time
instances per replication.
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-If incoming replications are enabled, enter the maximum number of stored instances
per replication.

-Select whether to allow bandwidth throttling and if enabled enter the maximum
throughput per VMware Cloud Director Availability On-Premises Appliance.

-If incoming replications are enabled, set the minimum allowed RPO by using the
Recovery Point Objective (RPO)slider or by clicking the time ranges.

1. Enter Policy name: T1-PolicyA

2. Leave everything as default
3. Click on CREATE

Confirm the Policy is created

r \ 4 v N =
_{,r' [ viphene - DRaa% x\' ) viphere - vesa-llacorp X Vm Widware Cloud Director - % 4 [ ViMiware Cloud Directar - % L WA “—Il-
< C' | & Secure | https//ved-0lacorplocal/f gins/Vk13YXJ|/hd-bcledf 6-4409-9025 E A9 ta . a | i

HOL Admin Region & Region B

Whware Cloud Director

® Incoming Replications ~

from Cloud 5 Uk s, i o a

from On-Premises
9 [ T-Poicya (0 Orgs) & Alowed & Alowed Em L] T4 per replication 24 per repication Unirmited Yes
@ Outgeing Replications ~

to Cloud
to On-Premises
B Replication Tasks

&, Sites

@ System Monitaring b
€ Configuration

 Folicies

1. Confirm policy T1-PolicyA is created successfully
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Assign the Policy

wr _— - \ =
/[ viphere - DRaas ® ¥ [0 viphars - vees-Olacarp X \"u Vhiware Cloud Director - % % ﬂ VMuware Cloud Dirscter - % W4 H_Il-
L C' | @ Secure | httpsy/fved-Olacorplocal a | @

@ Incoming Replications
Cloud o & &
On-Pr ~
o © Hiowed L] m
@ Outgaing Replications o
Cloud
On-Pre

M POUCIES CRGAMTATIONS

1. Click on T1-PolicyA
2. Click on ASSIGN

Assign the Policy (contd..)
Assign Policy | Ti-Policya

Organization T Policy

Tenant! Default Policy

1. Check the checkbox Tenantl
2. Click on ASSIGN
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Confirm the Policy is assigned to Org

. - - . -
_f.a‘ [ viphere - DRas% <Y 1 vSphare - vess Olacerp. X T B WMuware Cloud Director % 1 G VMuware Cloud Dirscter - X | W El-1o .
< C' | @ Secure | httpsy/fved-Olacorplocal : gins/Vk13VX1/hd-beladf 76-44d9-9b25 82544499 ta G 1
HOL Admin Region A Region B

WiMware Cloud Director

§ Sitea

® Incoming Replications v

o Claud o =iEut & &

from Gin-Premises i §
@ [3 Ti-PoicyA (1 Org & Allowed @ Alowed Em -] 4 per repication 24 per replication Unimited Yes
® Outgoing Replications

to Cloud
to On-Pramises
B Replication Tasks

& Sites

@ System Monitoring
& Configuration

s Policies

1t SLA Profiles

& Dotastores

1. Confirm T1-PolicyA is now assigned to 1 Org

Switch to SiteB Cloud Provider tab

/ﬂ vSphere - DRaaS X VG‘ vSphere - vesa-0da.cory KVH VMware Cloud Director .H Vhware Cloud Director - X W& % nl;ll-
& = C | & Secure | https://ved-01b.corp.local/provider nization / Q ¥
HOL Admin Region A Region B

vm VMware Cloud Director Resources

Cloud Resources vSphere Resources

1. Switch to tab SiteB Provider
2. Expand More
3. Click on Availability (SiteB)
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Verify/Create Replication Policy for SiteB

vm ‘VMware Cloud Director R CES Administration

@ sSiteB NEW £ SYNC WITH CLOUD
S — - Outgeing Incoming Minirmum
. . F cations | (Faljl PC
& Incoming Replications v B rephcations RPO
from Cloud -

'.:Iﬂ‘l

& &

from On-Premises
& Allowes & Allowed

ol

@ Outgoing Replications b
to Cloud
to On-Premises

B Replication Tasks

&, Sites

& System Monitoring
£ Configuration
L& Policies

fit SLA Profiles

If you went through Module 2 before this module, you should already have a replication
policy created and assigned. You can go to the next page.

If you do NOT already have a replication policy created and assigned, please use the
steps you just completed for SiteA to create and assign a replication policy for SiteB.
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Copy Public APl Endpoint from SiteA Cloud Provider

Before we pair the 2 sites, we need the Public APl Endpoint from SiteA

1. Switch to SiteA Cloud Provider tab
2. From left panel, click on Sites
3. Copy Public APl Endpoint: https://vcda-0l1la.corp.local:8048/

Configure New Pairing between Cloud Provider Sites

1. Switch back to SiteB Cloud Provider
2. From left panel, Click on Sites
3. Click on NEW PAIRING
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Enter New Pairing details

Ne..'-... :'Eilflf"'.:.}

e descnption and connection details for the cloud site

Site name @ * o Sited
Service Endpoint @ e https:/veda-Dla.corp.local:B048A

Description

s

Enter Site name : SiteA
2. Service Endpoint - Paste the Public APl Endpoint url we copied from Site A cloud

provider: https://vcda-0la.corp.local:8048/

3. Click on PAIR

=
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Accept the Server Certificate

M Do you trust the server certificate?
Certificate

Issued To

Issued By

| REJECT | ACCEPT ]

1. Click on ACCEPT to accept the SSL certificate from the paired site and you
should be able to successfully pair the sites

Additional Action is Required to Complete the Pairing
Between 2 Cloud Provider Sites

Additional actions required

the Cloud Service at SiteA to complete the pairing operation

Ex

To complete the pairing between 2 cloud provider sites, additional action is
required. Click on OK
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Copy Public APl Endpoint from SiteB Cloud Provider

7 v W v Y =
/) viphere - DRaas % Y [] vphere -vesa-Oiacory % 1 [ Vhware Cloud Director - 3 1[G Viiware Cloud Directer % Wy '\ Ell-1° =l
<« C' | & Secure | httpsyfved-D1b.corp.local/p I Vi1 3Y0IhA-2d 1761 54- bBAF-495F facT 390594 tal/sett G 1

HOL Admin Region A Region B

wim VMware Cloud Director

© Incoming Replications v
from Cloud

® Outgeing Replications w Service Endpoint address = " : 48 5 “

to Cloud
to On-Premises
B Replication Tasks

P Sites

ttings
© Configuration

ation sef
& Policies
fif SLA Profiles

Before we complete pairing the 2 cloud sites, we need the Public APl Endpoint from
SiteB as well

1. From Left panel, Click on Configuration
2. Copy the Service Endpoint address using the icon
https://vcda-01b.corp.local:h8048/

Switch to SiteA Cloud Provider

- w o w y =
/() viphere - DRasS x V3 vSphert-v:sa-U'lacurpy VMwere Cloud Director % 1 [G] Vihiware Cloud Directer 3 1)\ =10 .

€ C | & Secure | httpsy//ved-01a.corp.local

HOL Admin Ragi Region B

VMware Cloud Director

@ Incoming Replications w

rom Cloud
™ On-Premises
@ Outgoeing Replications -
to Cloud

to On-Premises

2, Sites

1. Switch to tab SiteA Cloud Provider.
2. From left panel, Click on Sites
3. Click on NEW PAIRING
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Enter New Pairing details

N'E"-'-' :'-:‘IIFII"I';_;

Enter name, description and connection details for the cloud site

Site name i - g SiteB
Service Endpoint @ ° g hitps ffvcda-Otb.corpocal 8046

Description

P

=

Enter Site name : SiteB
2. Service Endpoint - Paste the Public APl Endpoint url we copied from Site B cloud

provider: https://vcda-01b.corp.local:8048/
3. Click on PAIR
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Accept the Server Certificate

& Do you trust the server certificate?

Certificate

Issued To
ssued By
E

ingerprints

[V

1. Click on ACCEPT to accept the SSL certificate from the paired site and you
should be able to successfully pair the sites

Login to SiteB to complete pairing

y w w r L
_‘_,.-' 7 vSphere - DRaas x ¥ ] vSphere - vesa-Olacorp. X ¥ m Wiklware Cloud Director - X ¥ = VMware Cloud Director - X “\__"- \

« C | & Secure | httpsy//ved-01a.corplocal

HOL Adinin Region A Regsan B

vm VMware Cloud Director

9 siten Cloud sites MEW PAIRING ¥ REDAIR ¥ Losin DELETE
- rite Mansgement Se T emiing
@ Incoming Replications o
Sited (Local site ttps.fecda-Olacorplocal:BOLES (3 -] -] 9
m Cloud
On-Premises 0 Osied |PHesed X hitps:ffwcda-0lo.corp locat 8048 3 Login required ] 0
L &
@ Outgoing Replications e
to Cloud

to On-Premises
E Replication Tasks

Sites
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Once the pairing is completed, a login button appears allowing us to authenticate as our
vCloud Director provider admin user (administrator@system) to the 2nd site. After
successful authentication the 2 cloud provider sites should be paired and ready to run
failover workflows.

1. Select SiteB
2. Click on LOGIN

Enter Login Credentials for SiteB

LogIn | siteB

Provide credentials to manage replications on SiteB

.User"a'ﬁe administrator@system
°Pagsw¢rd ........

CANCEL | LOGIN

1. Enter Username: administrator@system
2. Enter Password: VMwarel!
3. Click LOGIN

Confirm on vCD SiteA that the Pairing is complete

y Y ¥ w o =

/ [2] vSphere - DRaaS ® \/ﬂ viphere - vesa-Dlacorp. X \"(u VMuware Cloud Director - X 1 [ VMware Cloud Director X \'-\ \ El-1c N

< C i Secure | httpsy//ved-01acorplocal er/plugins/Vik13YX|/h4-bc 1e4190-6d76-4409-9b25-3b3825d4d99 tal/sit @ o fr I
HOLAdmin || RegionA [ RegionB

vm VMware Cloud Director

@ Incoming Replication: v

from Clouwd ooals

fraim On-P o = & tips:fveda-0i.conplacal s -3 © o -
@ Outgeing Repi

to Cloud

Confirm that the pairing to SiteB is Green and Healthy
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Verify the Pairing at vCD SiteB

¥ w w y 1
_."-: Q viphere - DRaas *® ¥ ﬂ viphere - wesa-0lacorp. X Y u Vidware Cloud Directar - % ""fﬂ Vidware Cloud Director - X \'-\}. h
i C | & Secure | hitps//ved-01b.corplocal/provider k13YHIhd ol 1 /‘
HOL Admin Region A Region B .\,;

vm ‘VMware Cloud Director

& SiteB Cloud sites MEW BARING ¥ pERA
L] I M. & e
@ Incoming Replications 2
5 48/ [# ]
from Cloud
Q@ si=a hitpsfveda-0laconp locabB048 3 Login required

from On-Premises
® Outgoing Replications £

to Cloud

to On-Premises

B Replication Tasks

8 System Monitoring
& Configuration
On-Premises sites

Before we confirm the pairing between the sites, we need to login to SiteA

Switch to tab SiteB Cloud Provider
Select Sites in the left-hand navigation bar
Select the Cloud site SiteA

Click on LOGIN

P wn =

Enter Login Credentials for SiteA

LC}Q N Sited

aticns on SiteA

Password =000 ssssssss

g Username administrator@system

CANCEL

1. Enter Username: administrator@system
2. Enter Password: VMwarel!
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3. Click on LOGIN

Confirm the Pairing from SiteB to SiteA is successful

r s 4 w w y
/[ viphere - DRaaS % ¥ ] vSphers - veea-Olacorp. X \r’n Vhiware Cloud Directar - 3 ¥ B YMware Cloud Directar - x ')

W E- o .
L C | & Secure | hitps//ved-01b.corplocal/p I s\Vk13YX 1-2d1761 54-bBd{-455¢ facT39dfE9de,/ port

HOL Admin Region A

Region B

wm Mware Cloud Director

§ SiteB
"
® Incoming Replications v
[
frem Cloud
9 Siea hitgs.fvcda-0a.corplocal 80487 3 L]
™ On-Premises
® Outgoing Replications w
to Cloud

to On-Premises
B Replication Tasks

2, Gites

Confirm that the pairing to SiteA is Green and Healthy

System Monitoring at SiteB Cloud Provider

r w v Y
/[ viphere - vesa-0iacarp x\' (] viphere - tananti-phot. X | B VMware Cloud Director - X F [B Vidiware Cloud Director - % Y

N\ B-1o .
L = C | & Secure | hitpsy//ved-01b.corplecal/p I Vk13¥X 1-2d1761 54-bBd{-455¢ facT 4

HOL Admin Region A Region B

wm Vhware Cloud Director

Cloud sites

gong
" ' th . 18048/ [3 -] L
rom Cloud
(] te ps:Aiveda-01a corp local BO4E/ ] ]
from On-Premises
@ Outgoing Replications w
to Cloud

to On-Premises

B Replication Tasks

1.

Click on System Monitoring on the left-hand navigation bar

HOL-2182-01-HBD Page 178



HOL-2182-01-HBD

View Local and Remote Replicators at Cloud SiteB

r 4 1 s = -
_.-": 0 vSphere - vesa-Olacorp. X Vv G wSphere - tenant1-photc X \fﬂ VMware Cloud Director - X ¥ = VMware Cloud Directar x\‘ u—

< C | & Secure | httpsy//ved-01b.corp.local/provider jins/Vk13YX 1-2d176154-b84f-495f-aa a 1694/} Q ov 7| i

HOL Admin Region A Region B

Scroll down to the bottom of the page to view Local and Remote Replicator details.

1. Here, you should see that both the Local (to the site you are logged into) and
Remote Replicators are shown and connected

2. The odd Address shown for the Remote replicator (boxed in red above) is correct
since this is an internal address used to reach the remote replicator appliance via
the Tunnel.
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System Monitoring at Cloud SiteA

,f/ [ vSphere - vesa-Olacorp X V[j vSphere - tenant1-phot ,m VMware Cloud Director | X Vn VMware Cloud Director - X \\ X

“ C | & Secure | https://ved-01a.corp.local/provigdt/plugins/Vk13YXJI/hd-bc1e4f90-6d76-44d9-9b25-3b3825d4d99d/portal

HOL Admin Region A Region B

vm VMware Cloud Director

@siteA 000 Cloudsites | Oweweammne [ aeram  [Biosour @ oeiete
------ egem @ -
@ Incoming R bt
. @ -]
© st hittps.#'veda-0tb.corp local 8048 [3 & S ~
$o R w

Similar to Cloud SiteB, we will now review the local and remote replicators configured at
Cloud SiteA

1. Switch back to tab SiteA Cloud Provider
2. Click on System Monitoring
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View Local and Remote Replicators at Cloud SiteA

T w w
/[ vSphere - vesa-Dlacors % ¥ [ wphere - tenant]-photc X ¥ B vMuware Cloud Director | X vﬂ VMware Cloud Directar - % W,

L C | & Secure | hitpsy/ved-01a.corp.local

HOL Admin Region A Region B

B @ = @ =

BoC ! C §

g = = g F
3

BEEIUCEE

Scroll down to the bottom to the bottom of the page to view Local and Remote
Replicator Services details.

1. Here, you should see that both the Local (to the site you are logged in to) and
Remote Replicators are shown and connected

2. The odd Address shown for the Remote replicator (boxed in red above) is correct
this is an internal address used to reach the remote replicator appliance via the
Tunnel.
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Open new browser to Login as Tenant

Mew tab
Mew window

New incognito window

L —
SLOry
Cownloads

Bookmarks
foom - g0t =+

Drrms
T

Lans

i -
- )

Ejmrd
il

Maore tools

Copy

m

[#]
i
=]
=9

Sethings

Help

m

1. Click on 3 dots at the top right corner to open Chrome in Incognito mode. We will
login as Tenant in Incognito mode so the other Chrome browser tabs can remain
open logged in as Administrator.

2. Click on New incognito window
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Open Tenant Site A

c q
B HOLAdw.: [ RegionA [ RegionB

vesa-01a Web Client
VCD Sited - Provider
VCD Sited - Tenant1

- Tenant]
fved-0a.corp.local/login/Tservice=tenant:tenant Biredirect To= Se2Ftenant%e2Ftenant

You've gone incognito

Now you can browse privately, and other people who use this device won't see your

r, downloads and bookmarks will be saved. Le

Chrome won't save the following information: Your activity might still be visible to:
= Your browsing history

= Cookies and site data

» Information entered in forms

1. In the bookmarks bar, open the folder named Region A
2. Click on VCD SiteA - Tenantl
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Login as Tenant at Site A

wn Welcome to VMware Cle X ‘

& C 8 Secure |ht‘tps:.-"_-""u"l:d-miCDI‘P-'Gl:al_.-"II::n:]|r1,.-":":==.1'-r'-.ri|::r:'- tenanttenant1&redirectTo=%2

B HOLAdmin || RegionA [} RegionB

Welcome to

B VMware Cloud
Director

1. Enter Username tladmin
2. Enter Password VMwarel!
3. Click on SIGN IN
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Open Tenant Site B

wn VMware Cloud Director X

c al
B HOLAdmin [ RegionA [ RegionB
(7 vesa-01b Web Client
B} vCDsiteB - Provider
B VCD SiteB - Tenant!

n VCDA SiteB - Admin VCD SiteB - Tenant]

fved-0Tb.corplocal/login/Tservice=tenantitenant1 BlredirectTo= %2Ftenant %2Ftenant

You've gone incognito

Now you can browse privately, and other people who use this device won't see your
activity. However, downloads and bookmarks will be saved. Le

Chrome won't save the following information: ; ivity might still be visible to:
+ Your browsing history
« Cookies and site data

ites you visit
+ Your employer or school

+ |nformation entered in forms + Your internet service provider

1. Click on Region B
2. Click on VCD SiteB - Tenantl
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Login as Tenant at Site B

wn Viiware Cloud Director - X wn Welcome to ViMware Cl

€ C @ Secure |hﬂps:.-".-""u"bd-ﬂ‘lchnrp-bl:al_.-"lu-i]Ir'|_."':":==.{-r'-.-'|[:r:'- tenanttenant1&redirectTo=%2Ftenant32f
B HOLAdmin || RegionA | RegionB

Welcome to

B VMware Cloud
Director

1. Enter Username tladmin
2. Enter Password VMwarel!
3. Click on SIGN IN
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Open Availability menu at SiteB Tenant

. wn VMware Cloud Director - X v wn VMware Cloud Director - % ‘
<« C 8 Secure | https:;//ved-01b.corp.local/tenant/tenant1/vdcs
B HOLAdmin [} RegionA [} RegionB

vm VMware Cloud Director Data Centers

Adminis

Virtual Data Center

R g Applicat ) Resources
= z A al Data = @ VM E vap = Hz
&y Tenant1-OVDC-B
@ Tenant @ 192.168.210.40
Application CPU Aemor Storage

1. Expand More
2. Click on Availability (SiteB)
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Configure New Replication as Tenant from Cloud SiteB to
Cloud SiteA

wa VMware Cloud Director X wn VMware Cloud Director X

< C & Secure | https;//ved-01b.corp.local/tenant/tenant 1/plugins/Vk13YXJI/h4-2d 176154 -b84f-495f-aac3-facT3 /portal/outgoing-replic

B HOLAdmin || RegionA || RegionB

vm VMware Cloud Director Da Applications es Administration Monitor

@ tenanti@SiteB El Y] ALL ACTIONS BISUE ToPOLOGY | INSTANCES | RESOURCES

VM T vARP SLA profike T RPC Replication state T Recovery state Repli

@ Incoming Replications i
from Cloud
from On-Premises

@ Outgoing Replications v

. to Cloud

to On-Premises

B Replication Tasks

& Sites

& Resources b
by Organization VDCs

® About

We will now configure replication from Cloud Provider SiteB to Cloud Provider SiteA as
Tenant

1. From left panel, Click on Outgoing Replications to Cloud
2. Click on icon for New Protection
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Provide credentials to manage replication at SiteA

Username Hadmin@tenantl]

Password

=

Enter Username tladmin@tenantl
2. Enter Pass VMwarel!

New Outgoing Replication - Cloud vApps and VMs

New Outgoing Replication Cloud vApps and VMs

1 Cloud vApps and VMs Destination Site [ siea - | expanoa | [ mone

Q’

1. Check the checkbox for VM tenantl-photon-01lb
2. Click on NEXT
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New Outgoing Replication - Destination VDC and Storage
policy

New Qutgoing Replication Destination VDC and Storage policy

| 1 d vApPS and VMs Select a virtual data center from SiteA to be used as replication target:
Name T Used CPU Used memory Used storage VMs Suot ongoing replications
2 Destination VDC and Storage policy i i e e —
[} Tenant1-0 1000 M 256.00 MB 125 GB 1 Currently unavailable 0
s e
n age | 3 ent ered
me Used Limi
Q0 = GB 10.00 GB

1. Review the defaults and Click on NEXT

New Outgoing Replication - Configure Settings

New Outgoing Replication Settings

A ; are it
3 settings X
24h
»
Delay sta: on @
2 := enient
Config - 2 i i .

Here's brief overview of the parameters -

SLA Profile - The premise of a SLA Profile is to provide a grouping of target settings
when protecting a workload. This minimizes the amount of time spent configuring for
protection. Think of this as a logical grouping construct which is a single selection to
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protect a workload. One does not need to think about what settings to configure. A SLA
Profile consists of the following:

Target Recovery Point Objective (target being the key word here)
Retention Policy for Point in Time Instances

Ability to Quiesce or Compress Replication Traffic

Time select of the synchronization.

Just select SLA profile, and done. You can either use default or custom created SLA
profile. SLA profiles are optional and only pertain to protections. They are not utilized for
migrations at this time.

Target recovery point objective (RPO) -The RPO is the longest tolerable timeframe
of data loss. For example, with one hour RPO the recovered virtual machine can have no
more than one hour of data lost. Shorter RPO intervals, ensure less data loss during
recovery, at the expense of consuming more network bandwidth to keep the replica up
to date.

Retention Policy- Maximum number of retained snapshots per single virtual machine
replication within an organization.

Delay start synchronization

* To schedule the start of the replication, select this option and enter the local date
and time to start the replication.
* To start the replication when the wizard finishes, leave this option deselected.

Exclude disks - To exclude some hard disks of the virtual machines from replicating to
the destination site, select this option.

Configure Seed VMs -For each new replication that you configure, an initial full
synchronization operation is performed. During this operation, vCloud Availability copies
the whole data from the source vApp or VM to a datastore in the target site. Due to the
size of the vApp or VM or to the network bandwidth, an initial full synchronization might
take a long time.

To reduce the initial synchronization time, you copy the source vApp or VM to the target
site by using removable media, failover of a previous replication, or other means of data
transfer. Then, in the target site, configure a replication that uses the vApp or VM copy
as a replication seed.

When a replication uses a seed vApp or VM, vCloud Availability does not copy the whole
source VApp or VM data to the target site. Instead, vCloud Availability copies only the
different data blocks between the source vApp or VM and the seed and reuses the seed
data in the target site as a basis for replication.

We do not have Seed VM available at the target site for this exercise

1. Leave everything as Default and Click Next
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Ready to Complete the Replication

New Outgoing Replication

4 Ready To Complete

Ready To Complete

Verify the selected settings before proceeding
VMs

Source site

Source VDC

Destination organization

Destination VDC

t1@siteB

HMECite A
asites

Storage policy Any
Target RPO 24n
Quiescing

Retention Keep

Sync time

1. Review the replication details and click on FINISH

Replication in Progress

o
]
A
m
3

. wa ViMware Cloud Director - X \J wm ViMware Cloud Director - %

&« C @ Secure | https://ved-01b.corp.ocal/tenant/tenant1/plu

B HOLAdmin [l RegionA [l RegionB
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foutgoing-replicat
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@ Incoming Replications v wipp

from Cloud

from On-Premises

@ Outgoing Replications w
o Cloud
o On-Premises

B Replication Tasks

&, Sites

@ Resources ~
ny Organization VDCs

© About

Review the replication details, it is in progress
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Replication is Completed

' wm Mware Cloud Director - % A\ wn Vidware Clowd Director
& & Secure | https//ved-01b.corp.ocal/te

B HovaAdmin [l Regions [l RegionB

wvm VMware Cloud Director

© tenant1@SiteB

W Incoming Rephcations w vARP sLa peofile

trom Cloud P " Sy + - ' = ki
= s g i 12 A 2 © -=2 ot sta t o

to On-Premises

B Replication Tacks
Sites

@ Resources v
oy Organization VDCs

© About

Verify the Replication status, it may take few minutes to complete. Review the details
and Confirm:

1. Replication state is Healthy
2. Replication type is Protection
3. Overall health is Green

Note: In case you see Unexpected vCloud Director error during replication, please retry.
Due to the nested environment in Hands On Lab, sometimes the error is seen, in real
world it should work seamlessly.
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Verify Replication Status at SiteA Tenant

[ 1 :kl VMware Cloud Director - X wn ViMware Cloud Director - X ‘

< C & Secure | https:;//ved-O1a.corp.local/tenant/tenant1/vdcs
B HOLAdmin [} RegionA [} RegionB

vm VMware Cloud Director Data Centers

Virtual Data Center

|
[=2h]

T
I

s
. 256 MB GB
10f1 \

1. Switch to tab Cloud Site A
2. Expand More
3. Click on Availability (SiteA)
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Verify Incoming Cloud vApp/VM Replication Status at SiteA
Tenant

. wm idware Cloud Director - x \J v Vhdware Cloud Director -

&« C & Secure | https//ved-01a.corplocal/tenant/t hd-bcl edf90-6d76-44d

B HOL Admin [l RegionA [l| RegionB

v  VMware Cloud Director

°1cl\m:1\j$ o B On-Premises VM replication status @, Cloud vApp/VM replication status
@ Incoming Replications v ncoming WMs ncoming vApDs
from Cloud
on-Premises O No replications "] . "l
@ Outgoing Replications ~
o Cloud o o i
%0 On-Fremises O O O

Bl Replication Tasks

@, Sites
& Rescurces W
oy ‘Organization VDCs B tenant] trafic data chart = tenar ge chart
@ About =R o between  06/29/202€ and  O7/29/202C |- a
(

1. You can notice Incoming VM replication status as Green
2. From left panel, click on Incoming Replication from Cloud
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Confirm Incoming Cloud vApp/VM Replication Status at
SiteA Tenant

\J

v Viware Cloud Director - % wm VMware Cloud Director - X

&« C @ Secure | https//ved-01a.corplocal/tenant/tenantd/plugins/ Jifhd-bele 9d/portal/incoming-replications/cloud
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On-Premises
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to Cloud
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B Replication Tasks

& Sites
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vy Organization VDCs

@ About

Confirm the Replication State is Healthy and Overall health is Green

Switch to Cloud SiteB Tenant to configure network for
Replicated VM

wm VMware Cloud Director _' v VMware Cloud Dire

< C @& Secure | https’ ved-01b.corp.local/tenan

B HoLAdmin I RegionA [l RegionB

vm ‘Mware Cloud Director Data Centers

© tenani@sited ( G ALL ACTIONS v IESIl Toroiocy [ msTances | resouaces BB Kl |

@ Incoming Replications hd
Cloud . W tenantiohoton-Oth (% N/A + 38k ® =3t Brotection ® e
On-Premises
© Outgoing Replications w
1o Cloud
to On-Premises
B Replication Tasks
&, Sites
@ Resources ]
oy Organization VDCs

0 About

1. Switch back to SiteB Tenant
2. In the upper right-hand corner, click on vAPP
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Configure Networks for Replicated VM

. wn VMware Cloud Director - X Yo VMware Cloud Director % %
€ C @ Secure | https;//ved-01b.corp.local/tenant

B HOLAdmin | RegionA [ RegionB

vm VMware Cloud Director

o On-Premises

B Replication Tasks

Before we can run Recovery of the replicated VM in Cloud, we need to configure a Test/
Failover Network. This Network would be connected to the Recovered VM.

For the cloud to cloud replications, VMware Cloud Director Availability replicates all the
types of source vApp networks in the target cloud site: Isolated, bridged (direct) and
fenced (NAT-routed) networks. VMware Cloud Director Availability replicates the source
networks settings like: IP pools, NAT routes, firewall rules, and DNS settings, in the
target site.

1. Check the checkbox for VM tenantl-photon-01b
2. Expand ALL ACTIONS
3. Click on Network Settings
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Configure Network Settings for Replicated VM

Network Settings

! MIGRATE/FAILOVER TEST FA VER Apply to all vApps [ NETWORK | [ 1P MODE | [ MORE | [ EXPAND ALL

Primary nic MAC address Reset MAC IP mode IP address

g Tenantl-OVDC-A-OrgNet-Rid

CANCEL APPLY

In this screen, we can configure the target networks to be used for migration/failover as
well as test failovers. For this lab, we will just configure the Migrate/Failover network.

1. In the dropdown for connect to target org VDC network, select Tenantl-OVDC-
A-OrgNet-Rtd

2. Set IP Mode to Static - IP Pool

3. Click on APPLY

Run Failover to Cloud SiteA

. wvm Viware Cloud Director - X v v Viware Cloud Directs

< C @ Secure | httpsy//ved-01b.corp.local/tenant/tenant 1/plugins/Vk13¥XIfh4-2d176154-bB4f-495f-aac3
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Now that the VM is successfully replicated in Cloud, we will run Failover workflow such
that VM will now run in Cloud SiteA

1. Check the checkbox for VM tenantl-photon-01b
2. Expand ALL ACTIONS
3. Click on FAILOVER

Failover in Cloud - Recovery Settings

Failover Recovery Settings

Select configuration for the recovered VMs
1 Recovery Settings

-onsolidate VM disks

ring on this option will consolidate all instances into the recovered disk

SaneE m

Brief overview of the parameters on this page

Consolidate VM disks - Enable for a better performance of the recovered virtual
machines at the expense of the failover task taking longer to complete.

Power on recovered vApps - Select to power on the virtual machines on the
destination site after the task completes.

Network settings

-Apply preconfigured network settings on failover will assign the network configured
during the virtual machine replication.

-Connect all VMs to network will allow you select a target network on the fly during a
failover
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1. Because we already configured a target network, leave the default setting and

click NEXT

Failover - Recovery Instance

| N Select recovery point in time

2 Recovery Instance

&

ﬂ

NEXT

1. Select the latest available Instance and click on NEXT
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Ready to Complete the Failover Settings

Failover Ready To Complete
Verify the selected settings before proceeding
Recoverad vApps @ tenantl-photon-0lb
Recovery site Sited

3 Ready To Complete Recovery network Preconfigured network settings

Synchronize VM changes Manually selected instance
Power on recovered vApps Enabled
Consolidate VM disks Disabled

1. Review the Failover Settings and Click on FINISH
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Failover to Cloud SiteA is in Progress

. wm VMware Cloud Director - v wm VMware Cloud Director - %
<« C @ Secure | https//ved-01b.corplocal/tena 1/p XN g-rep s/cloud/vapp Q o+ 1r
B HOLAdmin | Regiond [ RegionB
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® tenant1gsites O @ a u ALL ACTIONS v Tororoav | ° T
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trom On-Premises
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1o Cloud
0 On-Premises

B Replication Tasks

=, Sites

@ Resources w
vy Organization VDCs

® About

1. In the Detailed Status, you will notice Failover in Progress.
2. Recovery State is updated to Fail-Over

Failover completed successfully

wa VMware Cloud Director - X v Viware Cloud Director

< C & Secure | https;//ved-01b.corp.local/tenant/tenant1/p 4-2d176154-b8 yort going-replications/cloud/vapp

B HOLAdmin [l RegionA [ RegionB

wvm VMware Cloud Director

@ tenant1@Sited

@ Incoming Replications W ] isdun B
Cloud a [ tenantl-photon-01b (3 N/A & 24n & Failed-Over & Protection
On-Premises
© Outgoing Replications w
to Cloud

1o On-Premises
B Replication Tasks
&, Sites
& Resources w

oy Organization VDCs

O About

This process will take a couple of minutes. Please be patient.

1. Replication State is Healthy
2. Recovery State shows Failed-Over.
3. Overall health is Green
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Note: In case you see Unexpected vCloud Director error during failover, please retry.
Due to the nested environment in Hands On Lab, sometimes the error is seen, in real
world it should work seamlessly.

Verify Failover is successful at Cloud Provider SiteA

wm Viiware Cloud Director - % v VMware Cloud Direct

& C @ Secure | hitps//ved-01a.corplocal/te /plug /hd-bc rtal/incoming-replicat

B HOLAdmin I RegionA [ RegionB

vm ‘VMware Cloud Director

élcnanHiS:CA o

@ Incoming Replications v VM VApD SLA profile

from Cloud # tanantl.chaton-0ls 1 0P tanant
ana 4 f tena

from On-Premises

& Outgocing Replications o
1o Cloud
to On-Premises

B Replication Tasks

T Sites

@ Resources v
by Organization VDCs

@ About

Lets confirm that Failover is completed successfully from Cloud Provider SiteA

Switch to SiteA Tenant

Click on Incoming Replications from Cloud
Replication State is Healthy

Recovery State shows Failed-Over.

Overall health is Green

UubsWNE

Note: In case you see Unexpected vCloud Director error during failover, please retry.
Due to the nested environment in Hands On Lab, sometimes the error is seen, in real
world it should work seamlessly.
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Verify Failed-Over VM is now running in SiteA

) vSphere - vesa-Olacorp. X | [ vaphere - vesa-Olacorp. X 1 n WMware Cloud Director - % ¥ n Viware Cloud Director - 2 )
C | 8 Secure | https://vesa-01a.corp.local/ui/#7extensionld ere.core er.su aryBobje e ) ergroup-d1:327 17 34-89eB-cfc9694453ad&ina Q &

HOL Admin Region 4 Region B

vm  vSphere Client Menu v

@ ] ¥ @ vesa-0la.corplocal

Switch back to Chrome browser vCenter SiteA

On the left panel expand RegionB01

Expand RegionB01-COMPO1

Expand vCD-RegionB01

Expand Tenantl-OVDC-B

Verify VM tenantl-photon-01b-xxxx is now powered on in SiteA inventory

1.
2.
3.
4.
5.
6.

Congratulations!! You completed the Tenant driven Pairing and Recovery Workflows
between the Cloud Provider Sites.
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Conclusion

In this module, we covered Tenant Self Service Replication and Failover
workflows from Cloud to Cloud using VMware Cloud Director Availability

You've finished Module 4

Congratulations on completing Module 4!!
Here are links to other modules in the lab you may be interested in:

* Module 1 - VMware Cloud Director Availability Overview and
Architecture (15 minutes) (Basic) This module will show an overview of the
architecture and deployment of VMware Cloud Director Availability 4.0

* Module 2 - On-Prem DR and Migration to Cloud with VMware Cloud
Director Availability (45 Minutes) (Basic) This module will walk through the
steps to pair On-Premises site with Cloud and how to use VMware Cloud Director
Availability for disaster recovery and migration from on-prem to cloud.

* Module 3 - Administrator-driven Cloud-to-Cloud DR with VMware Cloud
Director Availability(30 minutes) (Basic) This module will show how
administrators can use Cloud Director Availability for cloud-to-cloud DR
workflows.

How to End Lab

* HELP PRIVACY MY PROFILE LOoGoOUT @

. =2 o

TIME REMAIMING: 01:28:17 EXTEMD

To end your lab click on the END button.
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Conclusion

Thank you for participating in the VMware Hands-on Labs. Be sure to visit

http://hol.vmware.com/ to continue your lab experience online.
Lab SKU: HOL-2182-01-HBD

Version: 20200929-224906
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